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Executive summary

For decades, international and national standards have been developed that set out the ethical principles by
which research with human participants should be governed. In most countries, a system of research ethics
oversight has been put in place to ensure respect for these ethical principles and to protect the dignity, rights
and welfare of research participants. Yet presently health-related research is transforming with the use of
artificial intelligence (Al), because of the expectation that Al can be applied to generate new knowledge, insights
and technologies that improve human health. However, Al-related health research could also undermine
established ethical principles and violate human rights protections if novel risks and potential harms are not
anticipated and adequately addressed.

Even as the use of Al in health-related research is increasingly common, standards for research ethics may not
yet fully account for the proliferation of Al-related health research and the unique risks posed by using Al, or for
ethical principles developed to address Al-specific risks, such as the World Health Organization (WHO) guiding
principles on the ethics and governance of Al for health.

Only some countries have revised national guidelines to account for the advent of Al-related health research,
while institutions may not have updated their standards or may each apply standards that diverge. That these
standards either are out of date or may differ from one another means researchers and those parties that
oversee research conduct are left without appropriate guidance or may provide guidance that contradicts peers.
Institutions that are intended to oversee research conduct may face challenges related to expertise and capacity
to provide appropriate oversight of these types of research.

For the purposes of this report, WHO defines Al-related health research through three categories: (a) health-
related research with data that use Al; (b) research with Al tools and technologies; and (c) health-related
research on Al tools and technologies. Al-related health research has certain characteristics that merit a careful
examination of whether the established standards and practices of research ethics oversight are well suited. One
characteristic of Al-related health research is a compressed research-to-product life cycle, which means that
risks not addressed during research can be manifested in outcomes and products that are widely disseminated
or relied upon. Furthermore, there is a low barrier to entry to conduct Al-related health research, including

by research teams that may lack credentials or training in research ethics. The development and adoption

of appropriate principles, and rules and regulations to update and implement those principles, are therefore
necessary. There is also a need to consider how best to support and strengthen researchers and institutions that
provide oversight.

This report considers how best to address this growing gap in ethical oversight. The document examines how
standards for research ethics may need to evolve to address the risks and benefits of Al-related health research
and to integrate emerging ethical principles underpinning the use of Al. The report then considers how ethics
review and oversight of different types of Al-related health research by research ethics committees (RECs) and
third-party oversight mechanisms could be strengthened within their respective mandates. There are several
reasons that RECs may not yet be able to fully carry out their duties in this new field. For example, the current
operating model of RECs could be strengthened for how, when and where Al-related health research is carried
out. Furthermore, RECs could be supported with additional expertise, training, capacity and support to oversee
Al-related health research.

However, responsibility for ethics oversight does not just fall upon RECs. Researchers themselves are often
not adjusting their design and conduct of research to anticipate and mitigate risks. Yet it is the responsibility
of researchers to apply relevant principles from the initial design of the research through the completion of
research and when long-term benefits and consequences materialize. Researchers could strengthen their
commitment to ethical standards for responsible research through improved training and certification. They
could also improve the conduct of research through several measures, such as (a) early identification of risks
and challenges; (b) understanding and communicating the societal impact of a technology; (c) appropriate
treatment of data (crowd) workers; (d) a commitment to transparency of known risks with a research project;
and (e) strengthening communication and public engagement.
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The responsibility to address the many risks of Al-related health research will also be shared with other parties
that oversee the end-to-end development of technologies. Even if studies are exempt from ethics review

by RECs, the studies may require oversight through other well established mechanisms or new specialized
committees not yet created. Third parties can both reinforce the efforts of RECs and address systemic issues
that RECs cannot address on a case-by-case basis. The report analyses the role of the following third parties to
carry out ethical oversight of Al-related health research: (a) public and private funders of Al research; (b) health
data spaces and data hubs; (c) data access committees; (d) data cooperatives; (e) scientific journals and
publishers; (f) scientific medical societies; and (g) regulatory agencies and other government oversight bodies.
The document also considers how policy-makers can address the broader consequences and impacts of Al-
related health research, and the implications for health care systems.

The challenges and opportunities associated with Al-related health research are also analysed in this report as
they apply to research in low- and middle-income countries. Even though Al is often framed as a technology
that can address intractable health care challenges in these settings, not enough Al research and technology
development is currently led by entities in these countries and regions. This imbalance exposes people in low-
and middle-income countries to several risks and challenges when research is conducted in their context or
with their data, yet without their perspectives and expertise. The report describes these risks and suggests how
researchers, RECs, and third-party oversight mechanisms can anticipate and respond to the risks, and take
positive steps to build capacity and confer benefits that strengthen the role and participation of researchers in
low- and middle-income countries in Al-related health research.

WHO acknowledges that this is a fast-changing area - the technologies and uses of Al for health are evolving
rapidly, and the benefits and risks associated with these technologies will change in unexpected ways. Al-
related health research may be conducted exclusively in the private sector, which in some contexts may not be
subject to oversight, or review that is independent. WHO also recognizes that new demands, whether on RECs,
other entities that provide oversight of health research, and the researchers themselves, could be difficult to
implement as the potential uses of Al continue to evolve. Furthermore, there are and will be national differences
as to how researchers, RECs and oversight mechanisms worldwide could individually and collectively contribute
to appropriate conduct and oversight of this research.

Therefore, considerations included in this report (see section 9) are merely a starting point for strengthening
ethics oversight for the era of Al-related health research, and it is hoped that they can assist in the development
of further standards in the future. Over time the use of Al may become largely unexceptional within health
research, thereby obviating the need for a specific report or guidance on the use of Al as much as the wholesale
integration of Al-related considerations into general research ethics guidance.




Introduction

Artificial intelligence (Al) refers to the ability of algorithms encoded in technology to learn from data so that they
can perform automated tasks without explicit programming of every step by a human.

The World Health Organization (WHO) recognizes that Al holds great promise for human beings to enjoy

the highest attainable standard of health and for governments and WHO to achieve the strategic priority of
universal health coverage. However, Al also presents many potential risks and harms that must be anticipated
and addressed if individuals, communities and societies are to fully benefit. The development and adoption

of appropriate standards, and rules and regulations to implement these standards, have become more urgent
with the speed of technological advances and the rapid adoption and uptake of Al for diverse and occasionally
unforeseeable uses.

The potential of Al has been translated into increased use for research in general and medicine and public health
specifically. The growth in Al-related health research has also led most leading English language medical and
scientific journals to establish Al-focused, stand-alone journals - including the New England Journal of Medicine,
the Journal of the American Medical Association, the British Medical Journal, and Nature.

For this report, Al-related health research is defined as:

= research utilizing Al-based technologies to collect or analyse large data sets, including from social media, for
any social science, biomedical, clinical, behavioural or epidemiological activity with the intent of generating
new knowledge for a health-related purpose;

= the use of Al-based research tools to carry out different parts of a research protocol, for example to formulate
hypotheses and design research studies, to identify research participants, to remotely monitor study
participants and research activities (7), or to produce quantitative and qualitative scientific and academic
output, using for example large multimodal models;

= research upon the utility, safety, efficacy and implementation of Al-based health applications and tools that
are directly used on human beings (for example, for detection, diagnosis and treatment) or that are intended
to influence human behaviour.

This guidance does not cover the use of Al across drug discovery and development, for which WHO has
published a separate report (2).

The growing use of Al in health research could generate new knowledge, insights and technologies that
improve health. Yet Al-related health research magnifies some of the ethical issues that have been posed by
health research in general and introduces new concerns. These can challenge the existing standards and
processes governing health-related research. For example, even if Al-related health research only utilizes
anonymized, publicly available data, there are Al-related ethical concerns and risks, such as hallucinations and
bias. There is a special concern about research practices in low- and middle-income countries, such as ethics
dumping, that require measures to prevent exploitation of people in low-income countries and settings, while
not undermining the need for Al-related health research to be led by researchers from those same countries.
Existing consent processes for data collection may be inappropriate for how data are subsequently used for
Al-related health research.

These factors increasingly create challenges in ethical oversight that should be addressed. Multiple parties
share responsibility for ensuring ethical conduct of research, including researchers, research funders, research
ethics committees (RECs), regulators, host institutions, scientific journals, and conference organizers. RECs
historically have been playing a central role in ensuring the ethical conduct of research that respects the rights,
dignity, physical and moral integrity, and interests of participants. However, specific categories of Al-related
health research may be exempted from REC review or subject to expedited review, as allowed by national laws
and regulations and consistent with international guidelines. For example, a study may be exempt when publicly
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available data are analysed or the data are generated by observation of public behaviour, and data that could
identify individual persons or groups are anonymized or coded. But many of these exempted studies nonetheless
raise ethical concerns, thereby potentially creating a gap in ethical oversight.

While the mandate of RECs could be expanded to address this gap, the volume of research that can be
conducted at high speed with Al-based tools and techniques could overwhelm RECs if their mandate is
expanded. Furthermore, some RECs may not be well equipped to address the problems posed by Al-related
health research or may be asked to review research proposals before risks materialize or are understood by
researchers and research participants. Instead, other institutions and actors, such as data access committees,
Al funders or health data hubs, could assume a complementary oversight function.

Member States, RECs, and Al-focused researchers have requested WHO to provide a report that examines
how ethical oversight of Al-related health research can be adequately ensured in the future. To develop this
report, WHO established a specialized working group comprising members of the WHO Expert Group on
Ethics and Governance of Al for Health, external experts, and members of the WHO Ethics Review Committee
and Secretariat. The primary audience is RECs and researchers, but it is also intended for ministries of health,
funders of Al-related health research, oversight mechanisms such as data access committees and regulatory
agencies, scientific journals and publishers, and the private sector.

Section 1 provides the context, rationale and background for engagement on this subject matter. Section 2
discusses challenges with ethics oversight for the three categories of Al-related health research: (a) regulation
that defines the boundaries and scope of ethics oversight may not be well defined for Al-related health research;
(b) existing standards for ethics oversight do not fully address all concerns with Al-related health research; and
(c) WHO consensus principles for Al are not yet applied to ethics review of Al-related health research.

Sections 3 through 8 examine how different stakeholders can contribute to appropriate research design,
conduct, and oversight of Al-related research. In section 3, we examine why the operating model and capacity
of RECs may not be currently adequate for addressing the ethical challenges with Al-related health research. In
section 4, we look at how researchers could address ethical issues and challenges when they conduct Al-related
health research. In section 5, we examine how different third-party stakeholders, including research funders,
data access committees, and scientific journals and publications, could play a role in providing ethical oversight
of Al-related health research. Section 6 examines the specific concerns of Al-related health research in low- and
middle-income countries and the potential obligations of different stakeholders to strengthen research capacity
in those countries while abiding by ethical principles and norms. Section 7 examines the possible benefits and
risks of RECs using Al to assist with assessing whether research satisfies ethical requirements. Finally, section
8, the conclusion, considers how different parties, whether funders, RECs, data access committees, or scientific
journals, can collectively oversee Al-related health research from design through the publication of results.

Section 9 provides considerations for RECs, third-party oversight mechanisms, research institutions, and
governments that suggest how stakeholders could strengthen standards and oversight of Al-related health
research. It also provides considerations as to how different stakeholders can improve the design and conduct of
Al-related health research.

The considerations included in the report are non-exhaustive and are a starting point. WHO recognizes that this
is a rapidly changing field and that there are national differences as to how researchers, RECs and oversight
mechanisms worldwide should each individually and collectively contribute to appropriate conduct and
oversight of this research.
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1. Background

1.1 What is distinct about ethics oversight of Al-related health research?

Major international guidance documents on research ethics, such as the Declaration of Helsinki on Ethical
Principles for Medical Research Involving Human Subjects, the Council for International Organizations of
Medical Sciences (CIOMS) International Ethical Guidelines for Health-related Research Involving Humans
(3), and the Council of Europe Protocol to the Convention on Human Rights and Biomedicine concerning
Biomedical Research, provide ethical standards that are in wide use for research involving human beings..
One key requirement of these international guidelines is that research involving human beings should

be reviewed by an independent REC (also known as an institutional review board), to ensure that ethical
principles are upheld and accounted for within a research proposal and protocol.

WHO works with Member States and partners to promote ethical standards and appropriate systems of
review for any course of research involving human subjects and collaborates with other organizations
and partners to update such standards and relevant processes, when necessary. In most countries, these
ethical standards have been adopted through laws or regulatory provisions. WHQO itself has research
ethics review committees to ensure that WHO only supports research of the highest ethical standards.
They review all research projects involving human participants supported either financially or technically
by WHO.

The Ethics Review Committee at WHO headquarters defines research under its purview as the following:

... any social science, biomedical, behavioural, or epidemiological activity that entails systematic
collection or analysis of data with the intent to generate new knowledge; in which human beings (i) are
exposed to manipulation, intervention, observation, or other interaction with investigators either directly
or through alteration of their environment, or (ii) become individually identifiable through investigators’
collection, preparation, or use of biological material or medical or other records (4)

There are specific characteristics of Al-related health research, and its outputs, that merit special
consideration.

First, the research-to-product life cycle can be shorter for Al-based technologies and research (5). Unlike
traditional pharmaceutical discovery and development, which can take up to a decade or longer (with
notable exceptions, for example the development of treatments and vaccines during the severe acute
respiratory syndrome coronavirus 2 (SARS-CoV-2) pandemic), the timeline from the release of Al-related
research to the introduction of a commercial product can occur in as little as 12 months (5). Without
adequate ethics oversight during a compressed research process, research can generate risks that are
rapidly manifested in products that could be utilized widely in health systems and by individuals. This could
result in harm that jeopardizes the human rights protection of patients (including those unable to consent),
erodes trust in science, and undermines the long-term viability of Al technologies.

Second, the deployment of Al-related health research developed for one context or population may not
be generalizable to other contexts or populations. Rapid deployment of research findings or outputs could
have adverse consequences if applied to a context or population for which the findings are irrelevant,
counterproductive or harmful.

Third, certain types of Al-related health research (as with certain types of genomics research) do not
require direct interaction with research participants. This provides researchers with tremendous flexibility
and power to formulate novel hypotheses and to conduct research but may lead researchers to consider
ethics oversight irrelevant. However, even if such research only utilizes anonymized, publicly available data,
there are other ethical and human rights issues that could arise that merit some sort of ethical oversight.
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Fourth, there is a low barrier to entry for conducting Al-related health research, as Al and data science tools
and techniques are easy to use (5). Researchers who use such tools may not necessarily have the training and
credentials, including about research ethics of traditional health researchers (6). This includes companies that
are applying Al technologies (and data sets that they may hold or acquire) for health-related purposes. A low
barrier to entry can also mean that researchers without appropriate training could conduct Al-related health
research that lacks scientific validity or social value.

Fifth, Al-based technologies exacerbate existing ethical concerns and introduce new risks, for example,
regarding individual privacy or forms of bias and discrimination. This is due to how Al technologies are designed
(and who designs such Al technologies), the data that are used to train Al algorithms (as well as how such

data were obtained), and how such technologies are used, and by whom, for health-related purposes. Risks
introduced within the design, training and use of Al-based technologies are described by WHO in its guidance
on the Ethics and governance of artificial intelligence for health (7). Subsequently, WHO has published new
guidance on the risks and benefits of the use of generative Al (large multimodal models) for health (8).

Sixth, Al-related health research is increasingly blurring the divide between "health data” and “personal data’
This is because the status of data as either health data or personal data is dynamic, with the possibility that a
form of data can depend on how it is used and under what circumstances (9). Furthermore, data that at one
point could be characterized as personal can be aggregated and analysed in ways that can be used to infer
or predict certain health-related data or characteristics of an individual or population (70). The lack of a clear
boundary between different types of data could affect how researchers collect, categorize and use such data,
and how RECs and other oversight mechanisms review its collection and use.

Seventh, Al-related health research itself may require an expanded definition of what is “research’, especially
since many types of studies conducted with Al did not exist before the emergence of new subsets of Al. For
example, research could include the development of a tool or product for commercial purposes, studies that
involve reinforcement learning (to improve the performance of an algorithm with the use of crowd workers), or
the customization of a large multimodal model (LMM) for local use. Al researchers may not realize that their
activities are research with human beings and therefore subject to ethical oversight.
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Figure 1. Why Al-related health research is unique/different than non-Al (traditional) health research
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Al-related health research conducted over the last decade has illustrated the necessity of oversight via RECs.
Previous Al-related health research projects that raised ethical concerns and for which ethics review or other
forms of oversight were not conducted have led to harm and a potential loss of societal trust. For example,

a collaboration between DeepMind and the United Kingdom’s National Health Service, which included the
transfer of identifiable patient records from the National Health Service without explicit consent (both parties
claimed there was implied consent), led to concerns over the use of patient data without consent (and
additional uses beyond those in the original research project), the scientific viability of both the research project
and its output, the nature of the commercial arrangements between DeepMind and the National Health Service,
and the lack of any regulatory oversight of the research project itself (77). As to the latter concern, this included
no ethics approval process by an REC (72). That the DeepMind and National Health Service collaboration

did not undergo REC review may have demonstrated a willingness of both parties to avoid ethics review for
research using identifiable health data (without informed consent) when there were not yet defined rules and
guidance for oversight of Al-related health research. Researchers need guidance as to what types of research
require ethical oversight, while RECs and other oversight mechanisms require standards that can guide review
of such research.
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1.2 What are current international and national standards for ethical and rights-based
oversight of Al-based health research?

There are diverse laws, policies, standards and benchmarks that apply to the conduct and oversight of health-
related research. These include consensus declarations on research ethics, human rights obligations, Al-focused
laws and policies, data protection laws and privacy rules, and regulatory standards. This section reviews several
of these benchmarks, standards and laws.

1.2.1 Ethics standards

International standards may not have anticipated the advent of Al-related health research and presently have
not been updated to account for its growing use. The Declaration of Helsinki, which was updated in October
2024, does not yet fully consider the growth of the digital environment and the conduct of research through
digital tools and interfaces. The Declaration of Taipei on Ethical Considerations regarding Health Databases and
Biobanks, which was last revised in October 2016, covers the “collection, storage and use of identifiable data

and biological materials beyond the individual care of patients” (73), and especially the diverse uses of health
databases (and biobanks) for research and other purposes. Relevant standards included in the Declaration of
Taipei are enumerated in Section Il and in Section 5 with respect to the establishment and management of data
hubs and data spaces. The Declaration of Taipei, however, does not account for how health databases should
manage research with anonymized data, except to require a notification to individuals who provide identifiable
data that "in case the data and material are made non-identifiable the individual may not be able to know what is
done with their data/material and that they will not have the option of withdrawing their consent” (13). The World
Medical Association has just started a revision process of the Declaration of Taipei.

CIOMS has issued several guidelines that have a bearing upon the use of Al in health research, and especially
its consideration of data ethics. While these guidelines do not yet specifically address emerging issues related
to the use of Al for health research, many of the standards are relevant. This report highlights both applicable
relevant standards in the CIOMS International Ethical Guidelines for Health-related Research Involving Humans
and additional considerations that complement what has already been issued by CIOMS.

Guideline 12 of CIOMS examines the obligations upon researchers with respect to the collection, storage and
use of data in health-related research, including how researchers should manage informed consent for the
collection and use of such data, and the appropriate governance of such data to assure confidentiality, to guide
reuse of such data without specific or broad informed consent, and to respect the rights of participants who
have provided such data (3).

Guideline 22 of CIOMS requires measures to reduce privacy-related risks for research within the online
environment or with digital tools - including to assess the privacy risks, mitigate the risks, and describe the
remaining risks in the research protocol. It also delineates how researchers should manage informed consent for
such data, as well as the use of publicly available information from a website that does not require direct contact
with individuals (3). Guideline 23 states that certain studies may be exempt from review by RECs, for example,
when publicly available data are analysed or the data for the study are generated by observation of public
behaviour, insofar that data that could identify individual persons or groups are anonymized or coded (3).

1.2.2 Human rights instruments

International and regional human rights conventions, including the Universal Declaration of Human Rights, the
International Covenant on Economic, Social and Cultural Rights (including General Comment No. 14 on the right
to the highest attainable standard of health), the International Covenant on Civil and Political Rights, the United
Nations Declaration on the Rights of Indigenous Peoples, and regional human rights conventions, apply to the
conduct of Al-related health research. This includes the right to non-discrimination, the right to privacy, the right
of Indigenous peoples to control their own data and intellectual property, the right to the highest attainable
standard of health, and the right to enjoy the benefits of scientific progress. The Council of Europe Protocol

to the Convention on Human Rights and Biomedicine concerning Biomedical Research was adopted in 2005
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and provides legally binding provisions for parties to safeguard human dignity and the fundamental rights and
freedoms of the individual regarding biomedical research. Most countries have ratified relevant international
covenants or regional conventions, and some have incorporated these standards into constitutions or national laws.

1.2.3 National laws and policies

Most countries have enacted regulations and laws grounded in international ethics standards. However, most
governments so far have neither enacted nor revised national guidelines to reflect the emergence of Al-related
health research, and many existing laws, because of how such laws are written, do not yet require Al-related
health research to conform to research ethics principles or mandate RECs or other oversight mechanisms to
review such research. The European Union’s Artificial Intelligence Act, enacted in 2024, is one of the world’s first
laws that seeks to regulate the development and deployment of Al across sectors within the European Union.
The Artificial Intelligence Act, however, does not specifically address Al-related health research, though its
standards, especially for Al technologies classified as “high risk’, could be applied to determine which types of
Al-related health research merit REC review or other oversight, or encourage researchers to conduct Al-related
health research in a manner that upholds research ethics principles (Box 1).

Box 1. Risk-based approach to Al-related health research

Determining which types of Al-related health research merit review by an REC is complex and requires extended
careful deliberation. In this report (see below), WHO does not prescribe how RECs can determine which types of Al-
related health research they should review, though the report provides different suggestions.

One approach to determining which forms of Al-based health research should be reviewed would depend on the level
of risk associated with the research proposal. This would mirror the risk-based approach adopted by the European
Union's Artificial Intelligence Act, which was enacted in 2024 (14). With a risk-based approach, Al research projects
could be classified as (a) unacceptable risk, (b) high risk, (c) limited risk, or (d) no risk. Under this type of classification,
“high risk” and “unacceptable risk” research would be scrutinized by RECs. However, even though “limited risk” or “no
risk” research may not pose the types of ethical challenges posed by higher-risk research, such research could still
introduce poor methodological approaches or produce erroneous results that are propagated, thereby undermining

a specific field of enquiry, undermining science, and wasting scarce resources and effort. Thus, even if classified as
limited or no risk, research may still require ethical oversight, perhaps via an expedited pathway, to ensure it is of high
quality and has social value. Even if RECs do not adopt a risk-based approach, they could still require researchers to
submit an independently produced risk assessment that provides a risk classification and rationale for the research.

Data protection laws - such as the European Union's General Data Protection Regulation - were written to
ensure the adequate protection of an individual’s privacy rights while also promoting scientific research and
innovation. There are still several unanswered questions as to how data protection laws relate to Al-related
health research, and how regulatory oversight through data protection agencies and RECs should complement
each other.

Data protection laws generally do not apply to anonymized data. Under the General Data Protection Regulation,
data that have been fully anonymized for scientific research are excluded from its regulatory requirements,
whereas pseudo-anonymized data, or data for which “identifiers” have been removed so that such data can only
be re-identified with these identifiers, are regulated by the General Data Protection Regulation. The General
Data Protection Regulation also provides exceptions (derogations) to prohibitions related to the processing of
personal data, including “for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes” (75). The regulation also notes that such research should be “proportionate to the aim
pursued, respect the essence of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data subject” (75).

Such exceptions are also present in other data protection laws. For example, under South Africa’s data protection
law (Protection of Personal Information Act), the law does not apply to (a) de-identified data that cannot be re-
identified; (b) the processing of data by a public body for national security reasons; and (c) personal information
that is related to a purely personal or household activity (76).

1. Background 5



Data protection laws, including the General Data Protection Regulation, do not yet specifically enumerate what
“suitable and specific measures” are required for the processing of personal data for scientific research (77).
The General Data Protection Regulation also does not draw any distinction between academic or not-for-profit
research and commercial research, even though commercial research may not necessarily be carried out in the
public interest. Furthermore, the motivation for certain types of commercial research may be specifically what
data protection laws should protect against (78). Even though data protection laws do not specifically refer to
the role of RECs and other oversight mechanisms, RECs are one means by which researchers may be able to
provide for "suitable and specific measures” (77). The requirements of data protection laws, and their interplay
with the role of RECs, is discussed below (see section 2.1).

Indigenous communities have developed frameworks to protect, control and support research using their data.
Indigenous data governance principles, such as the CARE Principles for Indigenous Data Governance, describe
how Indigenous peoples can protect the rights and interests in their own data while supporting research that
could confer group benefits from research using their data. The CARE Principles comprise four elements:

(a) collective benefit, (b) authority to control, (c) responsibility (of those working with Indigenous data), and

(d) ethics (“Indigenous peoples’ rights and well-being should be the primary concern at all stages of the data life
cycle and across the data ecosystem”) (79).

Finally, the Council of Europe Recommendation CM/Rec(2019)2 (20) of the Committee of Ministers to
Member States on the protection of health-related data makes specific reference to scientific research,
notably to the following:

15.9. Where scientific research purposes allow, data should be anonymized; where research purposes do
not allow this, pseudonymization of the data - with intervention of a trusted third party at the separation
stage of the identification - is among the measures that should be implemented to safeguard the rights
and fundamental freedoms of the data subject. These measures must be carried out where the purposes
of scientific research can be fulfilled by further processing which does not permit or no longer permits the
identification of data subjects.

15.10. Where a data subject withdraws from a scientific research project, their health-related data processed
in the context of that research should be destroyed or anonymized in a manner which does not compromise
the scientific validity of the research, and the data subject should be informed accordingly.

1.2.4 Guidance for research ethics committees

National research agencies and some RECs are trying to adapt to the emergence of Al-related health research.
The Indian Council of Medical Research has released Ethical guidelines for application of artificial intelligence
in biomedical research and health care (21). The framework includes principles to guide the use of Al in health
care, ethical review procedures for medical Al research, and guidance on how informed consent should be
managed (Box 2).
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Box 2. Indian Council of Medical Research Ethical guidelines for application of artificial intelligence in
biomedical research and healthcare, 2023

The Indian Council of Medical Research under the Department of Health, Ministry of Health and Family Welfare,

India, is the apex body in India to promote biomedical and health research, and is involved in setting ethical standards
for research involving humans. In the absence of a regulatory framework, the Indian Council of Medical Research
decided to create an ethics framework that would assist in the development, deployment and adoption of Al-based
solutions in biomedical research and health care delivery. The resulting Ethical guidelines for application of artificial
intelligence in biomedical research and healthcare were drafted to respond to the needs of innovators, developers,
professionals, ethics committees, funding agencies and users. They are intended to encourage innovation while guiding
the development and deployment of safe Al-driven approaches to improve health care research and delivery in India.

The national Al guidelines were prepared and published in 2023. They bring out the ethical principles for responsible
Al through discussion of these core principles and their applications. The principles included and discussed in detail

in the guidance are autonomy, safety and risk minimization, trustworthiness, data privacy, accountability and liability,
data quality, accessibility, equity and inclusiveness, collaboration, non-discrimination, fairness principles and validity.
Further, the guidelines include guiding principles for stakeholders involved in development, validation and deployment,
and also set out the procedure for undertaking an ethics review of research involving Al technologies. This is beneficial
to ethics committees, which otherwise are unclear about their role and responsibility with respect to Al-related research
studies. The guidelines also discuss special ethics issues, including the selection of training and testing populations
for Al-related health research, the implications of accountability, the requirements of quality checks, and requirements
for ethical data sharing. In addition, the guidelines document has a comprehensive section on the informed consent
process, including the essential information for prospective research participants, the responsibility of researchers,
refusal of consent or the right to be forgotten, and the waiver of consent requirements. Finally, the guidance provides

a broader framework for the governance of Al technology use for health care and research and an ethics checklist for
researchers, developers and ethics committees reviewing projects involving Al-related health research.

Only some RECs have integrated well established laws and standards (including data protection laws) and
emerging Al ethics principles into their substantive review procedures, and may be doing so on a piecemeal
basis and without the benefit of an overarching framework. Thus, these principles have not been consistently
and fully integrated into the work of RECs and are not harmonized across RECs. Therefore, there is no
consistency and coherence amongst RECs with respect to Al-related health research.

A lack of alignment across different oversight mechanisms and standard-setting processes, as well as a lack of
guidance until now (via the Declaration of Helsinki or CIOMS International Ethical Guidelines for Health-related
Research Involving Humans), means that researchers may struggle to ensure that Al-related research protocols
satisfy emerging standards and, therefore, adequately protect participants. This challenge is heightened for
research consortia and multicentric research projects for which each research site may need to abide by a
different set of standards enforced by a local REC or other oversight mechanism (5).
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1.3 Why may existing ethical oversight not be fit for purpose?

Ethical oversight plays a critical role in shaping the direction of Al-related health research. Current approaches
to health-related ethical oversight in research are not fully applicable to Al-related health research. Specifically,
current ethical oversight processes may be inadequate for six reasons:

Regulation defining the boundaries and scope of research that requires ethics oversight does so in a way
that is too vague and inadvertently excludes or ignores several types of Al-related health research. It may
also not specify which oversight mechanism is appropriate for diverse types of research.

Existing guidance for ethics oversight does not fully address all concerns that arise with Al-related health
research, and WHO consensus principles on the ethics and governance of Al for health (for example) are not
yet applied to ethics review of Al-related health research.

RECs may not be well suited to how, when and where Al-related health research is carried out.

RECs have not yet been provided with sufficient expertise, training, capacity and support to adequately
oversee Al-related health research.

Researchers are not yet applying ethical standards to design, implementation and oversight of their studies.
Third parties that play a role in the oversight of research quality, including research funders, data access
committees, scientific journals and publishers, and regulatory agencies, are not adequately accounting for
and managing risks and ethical challenges with Al-related health research.

The subsequent sections of this report describe, analyse and suggest ways forward for each of these challenges.
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2. Scope, ethical challenges and
ethical standards for Al-related
health research

2.1 Health-related research with data (data science) that uses Al

This section discusses the ethical challenges and oversight of health-related data science research that uses
Al. Subsection 211 provides a description of this type of research. There is an ongoing debate as to whether
health-related data science research with Al should be subject to research ethics review, which is discussed
in subsection 2.1.2. In subsection 2.1.3, we examine the different ethical challenges that arise with data science
research with Al, irrespective of whether the research qualifies for ethics review by RECs.

2.1.1 What is health-related data science research that uses Al?

Data science extracts meaningful patterns and insights from data, and with the advent of Al, relies on different
types of Al to conduct more sophisticated research and analysis. Significant progress has been achieved using
smaller Al models, such as classical machine learning models, to answer research questions (22).

The use of Al for health-related data science research opens numerous opportunities for novel research across
multiple domains, including applying Al to collect or analyse large data sets for any social science, biomedical,
behavioural or epidemiological activity to generate new knowledge. These research studies are built upon
developing or using diverse types of data sets, such as public data sets that have been made widely available
for use, secondary analysis of existing data sets, social media data, and cell phone and smart phone data (as a
source of mobility data). Such data science research can have significant benefits with respect to public health
and medical need. Therefore, ethics review can be of paramount importance to protect individual and group
rights while not impeding scientifically useful research.

For example, data science research that uses Al could train and evaluate Al models on large data sets of
mammogram images to recognize patterns indicative of breast cancer. Evaluation could compare the accuracy
of an Al model with those of human physicians. Such research may not require any interaction of the Al model
with human participants since the Al model could be trained on previously collected data and then evaluated
on a separate data set that had already been collected (and for which a physician provided a diagnosis). That
such research may not require the prospective participation of human participants or identifiable data raises
questions, for example, as to whether such research should be subject to ethics review or a different type of
ethical oversight, how best to safeguard privacy and the right to informed consent, and the treatment of crowd
workers required to collect and label data.

2.1.2 Does health-related data science research with Al require ethics review (by RECs)?

RECs traditionally only review research protocols that involve human participants, or research that (a) features

a direct interaction with human beings; (b) alters a research participant’s environment; or (c) uses identifiable
data, even if it does not involve direct interaction with an individual (for example, researchers extract data from
medical records). Health-related data science research that uses Al may not involve human participants and
may therefore fall outside their remit despite raising ethical concerns. Determining whether a given project on
health-related data science research with Al requires ethics review or is exempted necessitates consideration of
different factors.

First, health-related data science research using Al is fundamentally different from earlier forms of data science
research because it does not involve a direct intervention or interaction between the researcher and a human
being, and instead involves certain “novel dynamics” between researchers and participants that are best
described as "data intensive’, or the analysis of large data sets by researchers to identify valuable insights (23,
24). Researchers may also acquire, use or reuse data in ways that were not previously anticipated when the
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data were initially collected. Because these novel forms of data science research are not viewed as a direct
intervention or an alteration of a research subject’s environment, these protocols may be exempt from research
ethics review in some jurisdictions (as is the case in the United States, see below), whereas other jurisdictions
require research ethics review (5, 25). For example, the Indian Council of Medical Research requires ethics
review for the use of health-related data sets, the secondary use of medical records or health data, or the
collection of such data (including digital data) that may be used for health research (26).

Second, such research may be exempt from review because the data are characterized as publicly available, the
data set has been anonymized or de-identified, or the research is based on secondary analysis of existing data
sets. De-identification prevents connection of personal identifiers to information. Anonymization of personal
data is a subcategory of de-identification whereby both direct and indirect personal identifiers are removed, and
technical safeguards are used to try to eliminate the risk of re-identification, whereas de-identified data can be
re-identified by use of a key (7).

In the United States, research studies using de-identified health records are deemed, under the Federal Policy

for the Protection of Human Subjects (“Common Rule"), 1991, to be excluded from regulations governing

research with human participants (27). While regulations such as the Common Rule historically did not specify
the standard that should be applied to determine whether data are de-identified, the Government of the United
States has issued a "de-identification standard” (28). Standards are useful since, as technology evolves, there may
be novel ways and methods to re-identify data. Presently, the Common Rule limits review to the collection and
processing of “identifiable private information” (24). Similarly, the Human Research Act in Switzerland and the
European Union's research ethics legislation do not require REC oversight for research that utilizes anonymized
data or the secondary use of data for which broad consent and prior REC approval was obtained (24).

While some jurisdictions have defined what types of research (having been adequately de-identified) are
exempt, other jurisdictions have not clearly defined what threshold must be met to qualify as de-identified

or anonymized data. RECs may not be equipped to assess whether a data set in question is at risk of de-
anonymization. Some forms of data that could be used for health-based research, including voice samples

and genomic data, cannot be de-identified. Research also illustrates that de-identification of data may not
always be possible or successful. This is because increasingly, "data triangulation” techniques can be used to
reconstruct a de-identified, incomplete data set by a third party for re-identification of an individual. It may be
impossible to completely de-identify some types of data, such as genome sequences, as relationships with other
people whose identity and partial sequence are known can be inferred. Such relationships may allow direct
identification of small groups and narrowing down identification to families (7).

Third, Al-related health research that uses certain types of data may not be within the scope of REC review.
Data used for Al-related health research are not constrained by information gathered through traditional sources
of clinical, medical or scientific sources, and have migrated to diverse online spaces, such as social media

sites. These new forms of data are generating novel research studies. However, novel sources of data may be
outside the scope of what types of data are covered by RECs because they are publicly available; because they
constitute a pre-existing data set that had already been collected by another entity; or because the data may be
anonymized and therefore exempt from REC review (29). In the United Kingdom, research projects that do not
require ethics approval include those using social media data, geolocation data or anonymized secondary health
data with an agreement (30).

Yet excluding Al-based studies that use, for example, social media data, can mean that controversial and
ethically questionable research and practices that should require oversight escapes scrutiny. A research study
(that did not involve the use of Al but harnessed social media data) on “emotional contagion” co-sponsored by
Facebook (now Meta) and Cornell University sought to manipulate a user’s news feed to elicit certain emotional
reactions (for example, to publish fewer positive posts to see if it would lead to greater expressions of sadness),
yet did not undergo an independent REC review before the study was conducted (37). Facebook, which
manipulated the posts to collect data, stated it conducted an “internal review’, while Cornell University did not
conduct an REC review because the experiment had already been run, and Cornell's REC therefore concluded
that the researcher “"was not directly engaged in human research and that no review by the Cornell Human
Research Protection Program was required” (37). Furthermore, Cornell's REC did not review the research

for how Facebook collected data because, according to the University, the research involved a pre-existing
data set, and therefore researchers at Cornell University were “just analysing data already collected, often by
someone else” (317).
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The emotional contagion research led to significant public concerns over the company's wanton manipulation

of user feeds to elicit emotional reactions, while Facebook may not have even obtained users’ informed consent
under the terms of its own data use policy at the time of the research, nor did the company notify those users
whose feeds were analysed after the research concluded (37). It may have also raised concerns as to whether the
study had any impacts on the psychological health and well-being of those who unknowingly participated in the
study (32)!

Fourth, health-related data science research that uses Indigenous health data may trigger ethics review to
ensure that Indigenous data governance principles are applied to the research in question. This may be required
irrespective of the purpose for which the data were collected and analysed and may require an REC to conduct
ethical review for research that exceeds its traditional purview.

Fifth, Al-related data science health research can introduce novel research methods or roles within research
teams that do not yet trigger REC review but could require ethical oversight. For example, Al (and data science)
research customarily relies on the cleaning (curation) of large quantities of data, which is often outsourced to
third-party data workers (crowd workers) through platforms such as Amazon Mechanical Turk (MTurk) (5). There
is ambiguity as to whether crowd workers constitute human participants for ethical and regulatory purposes
(33), and also therefore whether such studies, even if they do not otherwise require REC oversight, should
require ethical review because of the use of crowd workers.

While the use of Al for health-related data science research can raise concerns that require ethical oversight, the
use of Al, for example with certain machine learning tools, can also be applied to conduct a more sophisticated
regression analysis and analysis of existing data sets. Researchers should ensure that such Al tools produce
accurate results; however, these uses of Al may not merit ethics review by an REC or ethical oversight through a
third-party mechanism.

Presently, health-related data science studies that use Al could be exempt from ethics review for any of the
reasons noted above. Yet de-identified data are increasingly at risk of re-identification. There are diverse ethical
and legal requirements for use of health data. There are also other ethical requirements, such as social value
and scientific validity, that should be satisfied when conducting health-related data science studies that use

Al. Furthermore, these studies could impact individuals whose data are used, challenge responsible research
conduct, and test society's shared ethical values. Therefore, even if these studies are exempt from ethics
review, the studies may require oversight through other mechanisms, such as data access committees or

new specialized committees not yet established. Other possible oversight mechanisms for health-related data
science research that uses Al are discussed in section 5 of this report. The next subsection explores several
ethical issues that could merit oversight, even if not by an REC.

213  Which ethical requirements are challenged by health-related data science research with Al?

There are ethical issues and challenges with health-related data science research using Al that may require
specific measures by researchers and may trigger oversight by an appropriate mechanism, whether an REC,
data access committee, or potentially a specialized committee mandated to review such research. Six critical
issues are as follows:

—_

informed consent (and autonomy and privacy) for newly collected data, previously collected data, and social
media data;

ethical governance of large data sets that are used for data science research;

group-level harms;

the risk-benefit ratio of research;

fair selection of research participants;

the treatment of crowd workers.

ook w

The following subsections present further information on those issues.

1 The Council of Europe Protocol to the Convention on Human Rights and Biomedicine concerning Biomedical Research (2005) includes,
under its explanatory report, the risk to the psychological health of the person concerned.

2. Scope, ethical challenges and ethical standards for Al-related health research "



1. Informed consent, privacy and autonomous decision-making

The ethical foundation of informed consent is the principle of respect for people. To provide informed consent
requires a competent individual who has received the necessary information, who has adequately understood
the information, and who, after considering the information, arrives at a decision without having been subjected
to coercion, undue influence, inducement or intimidation (34).

Informed consent that is based on a researcher and research participant relationship may not be possible to
apply directly to research based on a novel relationship of a researcher and data donor for which the researcher
uses data from millions of people and for which there is no direct intervention upon the participant (29). It can be
difficult for researchers, RECs or other oversight mechanisms to determine if additional safeguards are required
to ensure informed consent.

Safeguards that must be followed by researchers are defined under ethical guidelines (such as the CIOMS
International Ethical Guidelines for Health-related Research Involving Humans and the Declarations of Helsinki
and Taipei) and obligations under data protection laws. Specific requirements of informed consent under these
frameworks are different, as are the instances when researchers can seek exceptions to informed consent (35).
Data protection laws may differ with respect to informed consent requirements compared to ethical guidelines
(or introduce additional measures, especially for the governance of health data).

For any use or reuse of identifiable health data, there are clear norms and requirements that the data subject
must give their meaningful informed consent. Exceptions to consent may be exercised for studies that, pursuant
to Guideline 10 of the CIOMS International Ethical Guidelines, are conducted under a public health mandate or
by public health authorities, such as disease surveillance. Another situation may be, pursuant to Article 16 of the
Declaration of Taipei, “in the event of a clearly identified, serious and immediate threat where anonymous data
will not suffice” (13).

Health-related data science studies that use Al are largely carried out with anonymized data. Informed consent
for use of anonymized data depends on the purpose of the research study, who is conducting the research,
and whether the data are (a) newly collected data; (b) previously collected data that are being used for a new
research objective; or (c) social media data. We examine these three types of data below.

1a. Informed consent, privacy and autonomous decision-making for newly collected data

The CIOMS International Ethical Guidelines examine how informed consent should be managed as it relates to
the collection, storage and use of newly collected data for health-related research. Under Guideline 12, CIOMS
requires that for data collected for research-related purposes, a researcher must obtain “either specific informed
consent for a particular use or broad informed consent for unspecified future use from whom the data was
originally obtained" Similarly, under Article 10 of the Convention for the Protection of Human Rights and Dignity
of the Human Being with regard to the Application of Biology and Medicine (Oviedo Convention), everyone has
the right of respect to a private life in relation to information collected about their health, which includes the right
to know (and not to know) about information collected.

Data used for Al-related health research are often collected through an “online environment” Under Guideline
22, CIOMS specifically recommends that: “Researchers should inform persons whose data may be used in

the context of research in the online environment of: the purpose and context of intended uses of data and
information; the privacy and security measures used to protect their data, and any related privacy risks; and the
limitations of the measures used and the privacy risks that may remain despite the safeguards put in place”

Furthermore, CIOMS (under Guideline 22), requires that researchers should refrain from using such data if the
data donor refuses. To provide a person with the opportunity to opt out, a researcher, pursuant to Guideline
22, must meet the following conditions: (a) persons need to be aware of its existence; (b) sufficient information
needs to be provided; (c) persons need to be told they can withdraw their data; and (d) a genuine possibility to
object has to be offered.
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There are concerns that seeking either specific informed consent or broad informed consent for newly collected
data may be difficult when researchers conduct large-scale studies at multiple research sites. WHO guidance on
the ethics and governance of Al for health also notes that these forms of consent may not only be unfeasible but
also not meaningful for different reasons:

Patients may be unable to consent to current and future uses of their health data, such as for population-level
data analytics or predictive-risk modelling. Even if a use lends itself to consent, the procedures may fall short,
individuals might not be able to consent, such as because they have insufficient access to a health data
system, or access to health care is perceived or actually denied if consent is not provided (7)

Yet there may be feasible approaches to both ensure informed consent and conduct research. Researchers
should keep in mind that for online research, the functions of informed consent can be fulfilled through
alternative mechanisms. For instance, researchers could announce that data collection is taking place and

offer participants the opportunity to opt out. Data can be collected with varying degrees of intrusiveness - bots
interacting with users may be intrusive but can also provide some control, for example by giving users the option
to block them (33). Or there may be novel ways to provide informed consent, for example, through a digital
platform, as proposed by Briickner et al. et al, (36), to obtain informed consent for which a user can “actively
manage data sharing from health apps and wearables, enabling informed, granular decisions for both primary
and secondary use through a centralized consent management system”.

For the use of newly collected data for Al-related health research, researchers must also assess and mitigate
privacy risks. CIOMS Guideline 22 notes several privacy risks with the collection and use of data, and the risks
that could result from combining data, including the risk of re-identification of individuals. Therefore, as stated in
Guideline 22: “selection and implementation of appropriate measures to mitigate privacy risks by investigators
is essential and entails adopting privacy and security controls suited to the intended uses and privacy risks
associated with the data”

1b. Informed consent, privacy and autonomous decision-making for previously collected data

Health-related data science studies that use Al may rely upon the use of data that were separately and
previously collected for research, clinical care or other purposes for which informed consent was not obtained
for subsequent uses. CIOMS (under Guideline 12) notes that for the use of “stored data collected for past
research, clinical or other purposes without having obtained informed consent for their future use ... the
research ethics committee may consider to waive the requirement of individual informed consent if: 1) the
research would not be feasible or practicable to carry out without the waiver; and 2) the research has important
social value; and 3) the research poses no more than minimal risks to participants or to the group to which the
participant belongs”

This standard should apply to the use of previously collected health data for Al-related health research. However,
since publication of the CIOMS guidance, researchers can use health data to conduct novel Al-related health
research in innumerable ways that were not foreseeable when the data were collected. This does not preclude
waiving of informed consent in instances where data are fully anonymized. Given the size of data sets used for
Al-related health research, it is likely that obtaining informed consent for novel projects would not be feasible.
However, a waiver of informed consent may require researchers to undergo scrutiny through an appropriate
oversight mechanism.

As with the collection of new data, reuse of data may also introduce novel privacy risks for individuals who
previously provided data, especially if data sets are combined with other information to produce more accurate
outcomes. Even if data are anonymized, risks remain of re-identification, as well as risk of data breaches,
cybersecurity threats (37) or disclosure due to a hacking operation that puts data in the public domain (38).
Thus, RECs or another oversight mechanism will need to carefully scrutinize what measures have been put in
place to maintain the privacy of data, and the risks of unauthorized disclosure. Box 3 explores one example of
how re-identification remains a possibility for data that had been de-identified, and its consequences.
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Box 3. X-ray re-identification and its consequences

A clinical researcher was given access to a data set of chest X-rays by a public health service in New Zealand for a
research project with the approval of a university-based REC. The researcher de-identified the images and curated

a data set that was subsequently made available with a data agreement to researchers worldwide using various
platforms. This availability would not be approved under today's data governance laws of the public health service. In
addition, one of the research projects later conducted on this data set and other data sets showed that individual chest
X-rays could be linked. Therefore, if identifiable data were available on the patients whose X-rays were in the original
data set, the de-identified data set images could be re-identified. Due to these issues, a request was made for the data
to be removed from the hosting platforms and sharing of the original data set to cease.

The prior collection of data that are then used separately by a different research team also raises questions

as to whether oversight should be applied to how the initial data were collected, even if there was not an
explicit intent to conduct research with such data. Thus, even though researchers may not be required to
obtain informed consent from those people whose data were previously collected, an oversight mechanism
may wish to revisit (a) how data were collected and what safeguards were put in place; (b) whether there were
any ethical concerns with how those data were initially collected; (c) whether data donors knew their data
were being collected; or (d) whether the initial data gathered, even if not immediately used for research, were
being collected by a company or research institution with the intent that a third party could separately conduct
research. In any of these scenarios, an oversight mechanism should not hesitate to challenge whether the

data gathering aligns with ethical norms. Even if data collection practices (and subsequent use of such data)
might be legal, they may not satisfy moral standards. To meet moral requirements, researchers could inform
data donors, regularly but not too often, of the studies in which their data are being used and provide them
with an opportunity to opt out of specific research or all future research studies. Irrespective of how data were
originally collected, third parties should only get access to coded or anonymized data.

1c. Informed consent, privacy and autonomous decision-making for social media data

Meta's “emotional contagion” is one example of how researchers can use social media data to conduct data
science health-related research in ways that can raise significant concerns for the privacy interests of those
whose data are used, and the social value of such studies.

Social media data (and other types of data that may not be initially viewed as having any relationship to health)
may not be initially characterized as health data yet can be subsequently used as health data to conduct Al-
related health research. In many cases, users who provide or disclose data through a social media site may
have (sometimes inadvertently) provided broad informed consent for secondary use of such data, which could
encompass health-related research. Yet there is dispute as to whether broad informed consent provided to

a social media site is sufficient for health-related research. Guideline 22 of the CIOMS International Ethical
Guidelines notes that:

... users rarely adequately understand how their data are stored and used. And despite the insights that
may result from this high volume of data, legal and ethical standards are unclear due to changing social
norms and the blurring of boundaries of public and private information. Although the information may
be collected from a public source, researchers should acknowledge that persons may be unwilling to
have their data obtained for studies, and should account for the privacy norms in communities sharing
information online. Users may not fully understand or appreciate the consequences of their actions, and
may feel violated when their information is used in a context they did not anticipate.

There are three ways in which researchers may collect social media data for Al-related health-related research:
(a) social media data collected directly from individuals participating in a research study; (b) social media data
collected indirectly from data participants who would have a reasonable expectation of privacy; and (c) indirectly
collected social media data that are publicly available. Different types of informed consent could be applied to
these forms of data collection, whether specific informed consent, an opt-out (or opt-in mechanism), or public
notice of the collection of data for research purposes.

For social media data collected through an online environment directly from individuals who are participating in
a research study, researchers should obtain specific informed consent. Guideline 22 of the CIOMS International
Ethical Guidelines recommends the use of an opt-out procedure for this form of data collection. However, as
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research is increasingly conducted only through an online environment, and with the availability of online tools,
specific informed consent may be both feasible and necessary to safeguard individual rights.

Researchers might collect social media data indirectly from participants who would have a reasonable
expectation of privacy of their data, including information shared in private groups. In such situations, private
groups should be given the option to not consent to any use of data for research purposes. Even if private
groups do consent to the potential use of their data for research studies, people should be able to opt out of
data collection and research, and individuals should be provided with adequate information to decide. This
requires research participants to have been informed of the purpose and context of intended uses of data and
information; the privacy and security measures used to protect their data, and any related privacy risks; the
limitations of the measures used; and the privacy risks that may remain despite the safeguards put in place. In
case of refusal by the person approached, researchers should refrain from using the data of this individual. An
opt-out procedure could fulfil the following conditions to ensure individuals can make an informed decision:
(a) persons need to be aware of the research study’s existence; (b) sufficient information needs to be provided
to the research participants; (c) persons need to be told that they can withdraw their data to the extent possible;
and (d) a genuine possibility to object must be offered.

Finally, researchers may collect social media data indirectly from publicly accessible websites. In this situation,
CIOMS Guideline 22 recommends that “researchers collecting data on individuals and groups through publicly
accessible websites without direct interaction with people should, at a minimum, obtain permission from
website owners, post a notice of research intent, and ensure compliance with published terms of website use"
In recent years, research studies (that may not require the use of Al) apply sentiment analysis to social media
data to retrospectively assess people’s attitudes to a certain phenomenon (for example, vaccination or abortion).
The guideline does not require broad consent for reuse of this type of social media data for Al-related health
research, nor does it require providing an option to opt out of such reuse of social media data. Nevertheless,
given the increased importance of this type of social media data for health research, social media applications
or other sites that collect data could, for example, (a) provide clear information to users that their anonymized
data could eventually be used for research purposes without future consent; or (b) establish independent data
access committees to review requests for social media data to ensure that the research, and the use of the data,
adheres to ethical obligations.

All social media data should be de-identified to protect the privacy of those individuals who provided data. Yet
since social media data can often be re-identified due to the public availability of social media data, researchers
should adhere to the principle of data minimization and introduce additional safeguards. These can include an
increased emphasis on the security of the data throughout the research process by controlling or limiting what
data are made available, to whom, and in what environment, and deleting data once they are no longer needed
(39). Social media data should also be stored separately from other data to mitigate security-related risks.

2. Ethical governance of health data

Appropriate governance of health data has been called a prerequisite to ethical governance of health research,
since health data are the “foundation of Al development” - including the training of Al algorithms (40). A core
requirement is to anonymize data and to preserve anonymization. Yet governance extends to other requirements.
This section explains several other aspects of the ethical governance of health data, including requirements
enumerated under data protection laws as well as those that ethical standards for research may require. Under
data protection laws, such as the General Data Protection Regulation, these requirements can satisfy the
“suitable and specific measures” required to process personal health data.

One requirement is that researchers should be transparent with the use of health data - whether storage,
transfer, access requests by third parties, or additional uses of data that are related to but separate from the
initial reason for collecting such data. This can include notification for use of data that have been previously
collected and are anonymized for health-related data science research with Al. Notification could be achieved
through several different avenues, whether “publication on websites and social media, individual notification as
well as broad notification through posters, emails, brochures, social media, or web portals” (17).

A second requirement is that researchers should satisfy legal requirements, including those under data
protection laws, for data minimization (or limiting the collection of information to what is directly relevant and
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necessary to accomplish a specific objective) (77). This requirement may create a quandary for researchers
who have to satisfy legal requirements to the detriment of the expected benefit of combining different data
sets to improve research outcomes. Combining data sets may not only violate data minimization requirements
but also increase the risk of de-anonymization, for example when data sets that are separately anonymized are
brought together.

Data protection authorities, RECs or data access committees, where they have oversight authority, must ensure
that researchers remain in compliance with data protection laws and do not risk undermining the privacy rights
of data donors, especially since individuals may have provided neither specific nor broad informed consent

for use of data. Where researchers seek to combine data sets to improve research outcomes, an oversight
mechanism should require researchers (a) to justify the scientific value of combining data sets so as to satisfy
data minimization obligations; (b) document the risk of re-identification due to combining such data sets; and
(c) where there is a risk of re-identification, for researchers to seek specific informed consent for collection and
use (of newly collected data), or - for data that had already been collected - to retroactively contact individuals
who provided such data, whether health data or social media data, so they can decide whether to opt out. Since
retroactively contacting individuals to opt out may be challenging - whether due to a data donor's geographic
mobility in some countries, the death of the data donor, or donors who cannot recall the original data collection -
researchers should not use data where there is a clear risk of re-identification.

A third requirement for appropriate governance is for researchers to effectively manage data sharing. Data
sharing, or the process of making the same data resources available to multiple applications, users or
organizations in a form that is broadly usable, generates multiple benefits. These include “resource preservation,
knowledge advancement, enhanced data integrity, transparency [and] public accountability” (37). Data sharing
helps to advance open science and a culture of openness in science, which also provides numerous benefits.
Finally, data sharing may help to overcome known challenges with biased data sets that exclude certain
populations and communities.

Yet there are also risks and problems tied to data sharing. Additional uses of an individual's data may undermine
a person’s privacy interests. The Indian Council of Medical Research states that “[a]dditional consent from
patients is required for data sharing if not taken previously. The consent must contain the nature of data, to what
extent it is being shared, and possible harm that can occur from sharing data” (21). Broad consent may not be
sufficient for data-sharing arrangements that could not have been foreseeable and may involve uses of data that
would not be acceptable to a data subject.

There are also undertones of what has been called "health data colonialism’, or the acquisition of health data
from low- and middle-income countries by Al researchers and developers from high-income countries, whether
to build algorithms or to support research (40). Such practices may be driven primarily by commercial gain but
can also reflect power imbalances in scientific research between researchers and institutions in high-income
countries and researchers, institutions, governments and populations in low- and middle-income countries (47).

Anonymization does not alleviate challenges with data sharing. Individuals may not have wished for their data

to be used for additional research purposes that had not been foreseeable, and for which consent may not have
been sought. This is especially important for any reuse of data for commercial purposes for which informed
consent has not been obtained. Such forms of data sharing must be avoided. Furthermore, even if data are
anonymized, risks remain of re-identification, as well as risks to data from breaches, cybersecurity threats (37), or
due to a hacking operation that puts data in the public domain (38).

Data sharing may be facilitated through data hubs and data spaces (see section 5), as well as data repositories,
which are often used to store potential research data. The simplest repositories are often free to use up to a
certain data limit, with deposition and access via a website without any mediation or review by a committee
(these are open repositories). Reuse conditions are set by the depositor, for example whether use is open or
closed (for example, only metadata are available). For example, Denmark has established a “research machine’,
which allows users to upload data and link data to an array of registries connected to an individual’s unique

civil registration number. These sensitive and highly personal data, securely managed by the repository, enable
researchers to access an online environment to conduct analysis using different statistical tools, while forbidding
the sharing or export of the data (42). Requirements may be set and enforced by a data access committee.
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When an REC has authority to review a research project that uses data obtained through a repository, the REC
may need to consider whether any repository reuse conditions apply and have been followed, including any
requirements set by a data access committee.

The management of data, including international transfers of data, data security and privacy-related risks, is not
yet clearly defined within and between countries. Thus, there are gaps in regulatory frameworks, especially as
it relates to the sharing and transfer of data between countries (North-South and South-South data sharing)
(41), and as it relates to Indigenous data sovereignty. This is mitigated in part by most countries now having
data protection laws that provide oversight and protection related to the sharing of data, including international
data transfers. For example, Kenya's Data Protection Act requires that internationally funded projects are led
by a local principal investigator with accountability for data sharing and use (40). There are also wider efforts

to regulate the transfer of data, for example the African Union Data Policy Framework (37). Data transfer
agreements can also include safeguards to address these challenges and can be reviewed by an oversight
mechanism. However, since some countries do not have laws governing the cross-border transfer of data,
research data "may be crossing borders without agreements or export permits in place” (43). These deficiencies
require governments to take steps, either individually or jointly, to address this legal vacuum.

Finally, a separate concern is the sale of health data, and the presence of data brokers who buy and sell
sensitive health data (such as mental health data). One report, published in February 2023, found that the data
broker industry:

... appears to lack a set of best practices for handling individuals’ mental health data, particularly in the areas
of privacy and buyer vetting. It finds that there are data brokers which advertise and are willing and able to
sell data concerning ... highly sensitive mental health information. Some data brokers are marketing highly
sensitive data on individuals' mental health conditions on the open market, with seemingly minimal vetting
of customers and seemingly few controls on the use of purchased data. Pricing for mental health information
varied: one data broker charged $275 for 5,000 aggregated counts of ... mental health records, while other
firms charged upwards of $75,000 or $100,000 a year for subscription/licensing access to data that included
information on individuals’ mental health conditions (44).

Concern about the commercialization of health data includes individual loss of autonomy, loss of control over the
data (with no explicit consent to such secondary use), how such data (or outcomes generated by such data) may
be used by the company or a third party, with concern that companies are allowed to profit from the use of such
data, and concern about privacy, as companies may not meet the duty of confidentiality, whether purposefully

or inadvertently (for example, due to a data breach) (7). While in some jurisdictions the sale of health data is not
regulated, other countries may either forbid the sale of health data or place highly restrictive conditions on any
sale. For data sets that are acquired as part of a research study, an oversight mechanism may require proof of
provenance for the data sets to ensure they were developed and acquired in line with ethical principles (45).

3. Group-level harms

Even if health data remain anonymized, the use of data-driven Al-related health research allows researchers to
identify insights that could relate to a specific group that shares certain traits or characteristics. These insights
could generate benefits for groups, for example identifying individuals in a group with genetic markers or other
characteristics that have a higher probability of developing diabetes (46). This research may especially benefit

those groups that tend to be the most stigmatized and neglected.

Yet this research (even if the conduct of the research itself poses minimal risk) could produce outcomes that
stigmatize specific groups, or eventually result in third parties using correlations to discriminate. Thus, certain
risk indicators, such as genetic variants, neuroimaging biomarkers of addiction, and molecular biomarkers of
chronic iliness, could then be used by third parties to justify actions that discriminate against individuals that
belong to a group, including higher health insurance rates (or denial of health insurance), or denial of other
products or services because individuals of that group are deemed high risk (38).
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Furthermore, analysis of data, even if the data remain anonymized, can generate other unique group risks,
including privacy-related risks, stigma and impacts on a group’s psychological well-being, that can affect
vulnerable groups represented in health data and for which researchers can draw inferences through Al-related
health research (5). For example, research on facial images has been used to draw inferences, with the use of
Al, about an individual's sexual orientation with greater accuracy than on the basis of human judgement (47).
Data (for example, social media data) that initially had no apparent connection to one's health or other private
information can generate insights that reveal private information, such as one’s sexual orientation or a medical
condition (such as depression). An algorithm could also discriminate in indirect and non-obvious ways that
exceed legal definitions of discrimination and are not evident or comprehensible to humans (48, 49).

Therefore, even as it is important to recognize that Al-related data science research can generate beneficial
research outcomes on behalf of groups that share certain traits and characteristics, the conduct of research and
the communication of results should avoid stigma or marginalization of groups under study.

4. Risk-benefit assessment

In ethically acceptable research, risks are minimized (both by preventing potential harm and by minimizing their
negative impacts should they occur) and are reasonable in relation to the potential benefits of the study. The
nature of the risks may differ according to the type of research to be conducted. Risks may occur in different
dimensions (for example, physical, social, financial, spiritual or psychological), all of which require serious
consideration. Further, harm may occur either at an individual level or at the family, community or population
level (34).

Assessing the risk-benefit ratio for health-related data science research with Al is difficult for several reasons.
First, for research conducted with large numbers of data subjects, many or most risks or benefits will not be
identifiable, and therefore the specific risk-benefit ratio for each data donor may not be possible to quantify.
Second, even if data donors are known, the actual risk-benefit ratio may not be possible to identify up front, as
researchers may modify or introduce a new research hypothesis, or additional research questions are tested,
yet researchers may not resubmit such amendments for oversight. Third, it may be difficult to quantify the
probability of a certain event occurring, such as a data hack of de-anonymization of health data.

Fourth, there are challenges to assess Al-related health research with respect to explainability and transparency.
Certain research entities, especially companies or private sector actors, may be unwilling to disclose information
that could assist with deliberations, including internal assessments of an algorithm'’s performance, or strategies
that a company has taken to protect data from unauthorized disclosures (38). On the other hand, explainability
of how an Al algorithm arrives at certain conclusions may not be possible. Yet it may also be neither relevant nor
necessary. Explainability may not be a good foundation for decision-making. In fact, ethical judgement can be
made without having to rely on an understanding of the algorithm itself (50).

5. Fair selection of research participants

Ethically acceptable research ensures that no group or class of persons bears more than its share of the burdens
of participation in research. Similarly, no group should be deprived of its fair share of the benefits of research;
these benefits include the direct benefits of participation (if any) as well as the new knowledge that the research
is designed to yield (34).

Researchers should understand any biases in the data and identify what steps might be required if a data set
is biased or does not include relevant groups that could benefit from the research. Researchers can thereafter
mitigate bias by incorporating additional data sets, testing specifically for bias, publishing the results, and
describing the results as having limited applicability and with potential risks, or even labelling the final research
product as potentially harmful for excluded populations. It can also mean ensuring that the purpose of the
research does not exceed the data set's characteristics.
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RECs or other oversight mechanisms must be able to determine whether a data set that has been collected

and will be used for a study satisfies a fair selection of research participants, understand any biases in the data
(for example, through a bias analysis of the data set), and what steps might be required if a data set is biased or
does not include relevant groups that could benefit from the research. RECs may also need to determine how

to treat novel forms of research that use previously collected or publicly available data sets to answer research
questions, as opposed to traditional studies, in which individuals are prospectively enrolled after REC review. For
example, RECs may have to decide if the potential benefits and insights of a data science study justify use of a
data set that is biased and for which the results will only benefit certain populations that are represented in the
data, and whether corrective actions adopted by researchers consider and mitigate bias.

This does not mean that researchers should abandon or forego a study because the data set only has limited
applicability to those represented in the data. There are certain inequities in societies that researchers cannot
overcome, even though researchers should make reasonable efforts to address existing biases when collecting
data for a research study. One such inequity - the representativeness of mobility data collected through mobile
phones and smart phones - can lead to biases that replicate historical and modern forms of inequality. Use of
mobile phone data for health-related data science research also introduces other ethical risks (Box 4).

Box 4. Ethical benefits and challenges with the use of mobility data for infectious disease and public
health research

The coronavirus disease 2019 (COVID-19) pandemic led to the broader use of mobility research from data collected from
digital technologies (such as cell phones and smart phones) to track transmission routes, calculate the effects of health
policies, or assist with prediction of how a disease outbreak may evolve. Such mobility data can also be used for other
public health interventions, including improved city planning, optimization of transportation routes, and optimizing the
allocation of health resources. In many settings, the widespread use of cell phones and smart phones provides a data-
rich environment that can be used flexibly by researchers.

However, the use of mobility data for data science studies (with or without Al) introduces several ethical challenges.
Individuals may not realize that they have consented to the use of their cell phone data, as such consent may be buried
within privacy policies that individuals may neither read nor fully comprehend. Re-identification may also remain a
problem as algorithms become more sophisticated and if researchers decide to combine data sets. Mobility data may
mirror existing inequalities in societies and may be more likely to represent the movements of those who are “male,
relatively wealthy and largely urban”. There may not be adequate community engagement on the uses of such data
(and the benefits of such use), which can reduce public trust. It is possible that researchers may be unable to identify
risks that are evident to community members but not to data scientists. Finally, such research may lead to function
creep, as “techniques in cell phone data-driven mobility research to promote public health ... will end up being used for
questionable surveillance, commercial or political purposes”.

Thus, even though such techniques and data sets could engender tremendous public health benefits, RECs and
other oversight mechanisms should ensure that researchers proactively address and minimize such risks and engage
communities that provide such data to engender trust and to maximize the benefits of such research. (57)

One strategy that Al researchers are employing to improve the representativeness of data sets is use of synthetic
data (artificially generated data that mimic real-world patterns and characteristics). The growing use of synthetic
data is discussed below (section 2.2), including its benefits and risks.

6. Treatment of crowd workers

Crowd workers are temporary workers, often recruited through crowd-sourcing platforms, who can be rapidly
enlisted to collectively complete large tasks, such as annotating massive data sets used for the development,
validation and use of Al algorithms. Crowd workers (or data labellers) form the backbone of data science and Al-
related research - including the collection, creation, labelling and analysis of data (5, 33). Their role and function
differ from the use of data collectors who have been enlisted historically to collect data (for example through
household surveys). Data science research introduces risks of poor treatment of crowd workers and a lack of
labour laws and relevant protections. These risks to the dignity and well-being of crowd workers differ from

the conditions of employment faced previously by data collectors or research assistants and have triggered a
debate as to whether crowd workers within Al studies should be treated as research participants, or as members
of the research team. In both cases, this could trigger ethics review (5). While some experts have called for all
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research using crowd workers to be reviewable by an REC, there are nuanced approaches that define specific
circumstances under which the role and activities of crowd workers should be characterized as research
participants and trigger ethics review (5).

Kaushik et al, (33) have identified three categories of research involving crowd workers and whether crowd
workers should be treated as research participants for each category. First, there are “clear-cut” cases for

which research should be submitted to RECs (or for an REC to declare such research exempt). This is where
“researchers interact with crowd workers to produce data about those individuals, and then analyse those

data to produce generalized knowledge about a population from which those individuals are considered
representative samples” (33). This category can include (a) studies in which researchers are determining

best practices for using crowd workers; (b) best practices for generating data sets with crowd workers; or

(c) research that involves interaction with crowd workers “to produce data about the crowd workers ... to answer
research hypotheses, which created generalizable knowledge” (33).

A second category involves research with crowd workers that does not necessarily require ethics review. The
crowd workers may assume tasks usually delegated to researchers, such as labelling data. While the crowd
worker is participating in the production of data for which knowledge will be generated, the crowd worker is
not performing any different function than a researcher and is not producing any information or data about
themselves (33). In some countries, such as New Zealand, the ethics committee may consider the safety of the
research team, which could include a review of the working conditions and challenges of crowd workers.

A third category includes situations in which research could trigger ethics review, but such research may be
assembled or managed in a manner that either intentionally or unintentionally avoids oversight. For example,
researchers could collect information both about and from crowd workers but only analyse and generate
knowledge about crowd workers in a second, separate study for which the data about the crowd workers have
been anonymized (thereby exempting the data from ethics oversight) (33).

Appropriate oversight of research that relies upon crowd workers may face additional challenges. First,
many researchers may not realize that research using crowd workers may require REC review. Second,
existing laws, such as the Common Rule in the United States, have certain loopholes that prevent RECs from
effective oversight (33). Third, there are concerns that research that uses crowd workers may be difficult to
reproduce (33).

Even in situations where research using crowd workers (for example to label data) does not trigger ethics
review, there still may be serious concerns with the treatment of crowd workers. There can be a mental and
psychological toll on people responsible for reviewing content, annotating data used to train LMMs, and
removing abusive, violent or mentally disturbing content from a data set. Those responsible for filtering out
content are often based in low- and middle-income countries and can suffer psychological distress, without
access to counselling or other forms of medical care. Furthermore, crowd workers are often employed by
intermediary companies and are paid low wages that are not in accordance with the minimum wage regulations
in countries where they are employed (8).

Researchers that rely upon crowd workers should ensure that crowd workers are informed of the purpose
of their tasks and compensated fairly. Measures adopted to safeguard crowd workers should be shared with
an REC or other oversight mechanism. Beyond the responsibilities of researchers, RECs or other oversight
mechanisms, the enforcement of existing labour laws or a revision is necessary to provide protection.
Furthermore, there could be obligations placed on platforms that host crowd workers to provide appropriate
labour protections, as well as consequences for those platforms that do not satisfy these standards.
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2.2 Research with Al tools and technologies

This section addresses the growing use of Al tools and technologies to conduct research. Subsection 2.2.1
describes how Al tools are used by researchers to conduct health research; subsection 2.2.2 examines ethical
concerns and benefits of specific tools; subsection 2.2.3 examines the use of generative Al for health research,
and how oversight mechanisms can account for risks with these popular tools; subsection 2.2.4 examines the
risks and benefits of the use of synthetic data; and subsection 2.2.5 examines some deficiencies with the testing
and validation of tools by researchers, and how testing could ensure safe and effective use.

2,21  What comprises research with Al tools and technologies?

Al is increasingly used as a tool to support or conduct research. This can include the use of Al as a tool to
formulate hypotheses and design research studies, to identify research participants, to obtain informed consent,
to analyse results, or to produce scientific and academic output, including with generative Al (LMMs). One
challenge in identifying the types of Al tools that are used for research is that there are no agreed definitions,
and many developers may be utilizing commercial marketing in lieu of evidence to encourage use of their Al
technologies for research. Furthermore, as the use of Al becomes common in health research, treating such
tools as a stand-alone, exceptional category may not be useful.

The following are ways researchers are already using Al to assist with the conduct of health research:

= formulate hypotheses and design research studies;

= identify, target, and recruit (or enrol) research participants for a specific research study, including using
algorithmic identification, wherein an algorithm is trained on and then analyses various types of data to
identify individuals "with a particular pathology or impairment” (52);

= conduct a study, such as using a chatbot to facilitate collection of data from a research participant (even
if the chatbot itself is not under research scrutiny);

= obtain informed consent of research participants through use of Al-based chatbots;

= generate synthetic data for use in health research;

= produce examples (such as messaging) that can be used in a study (for example, the use of generative
Al to produce public health messaging that is tested for its effectiveness);

= develop a counterfactual to assess whether a proposed research intervention (that may or may not use
Al in the study) could produce an improved outcome compared to the status quo;

= use generative Al to select and analyse research results, such as whether to include or exclude specific
data, or generate text or figures to disseminate findings.

These use cases could accelerate research, expand the ability of health researchers to reach out to (or emulate
with synthetic data) a diverse set of research participants that otherwise are not possible to identify, diversify
(with the use of Al) the types of messages or outputs tested on research participants, reduce the burden of
conducting research, and improve the decision-making of a research team on whether to proceed with a
research study. While these benefits should be welcomed, use of such tools may require scrutiny by an REC or
other oversight mechanism before use.

2.2.2 What are the benefits and ethical concerns with Al-based tools to conduct health-related research?

The following are two examples of Al-based tools that are used for health research to illustrate the different
benefits and concerns.

1. Use of Al to recruit or enrol patients

The use of Al to recruit or enrol patients, including identification of individuals who do not know their health
status but may qualify for a research study, may be an opportunity to provide critical care to individuals. Yet it
may undermine informed consent requirements and the autonomy of the relevant person if predictions of health
status are shared with people who did not consent to surveillance, detection or use of predictive models to draw
inferences about their current or future health status. This could include non-consensual misuse, for example, to
identify individuals with tuberculosis who do not know their status or individuals at high risk of HIV infection who
are thus candidates for pre-exposure prophylaxis (7).
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Identification also involves the generation of new information about an individual, and as it relates to a medical
condition, is also sensitive and private. This could have a significant impact on an individual's legal status and
psychological well-being, as well as the forms of discrimination that they may face, such as stigma associated
with a condition (52). In some cases, irrespective of the potential benefit through such identification, a person
may simply not wish to know their status. The Convention for the Protection of Human Rights and Dignity of
the Human Being with regard to the Application of Biology and Medicine (Oviedo Convention) states that:
“Everyone is entitled to know any information collected about their health. However, the wishes of individuals
not to be so informed shall be observed” (7). To justify use of these technologies, researchers may need to take
additional steps to ensure that technologies are used appropriately, including how individuals are informed
(ethical communication) (52), their right to refuse participation in a research study (or anything else that flows
from identification), and appropriate treatment or medical services for those individuals who were identified
without their explicit consent.

A separate concern with these tools is that they could encode certain biases. Thus, if an Al tool is used for
identification of research participants, biases encoded in the research tool may undermine the ability of an Al
tool to identify those individuals whose characteristics were not represented adequately in the data set (52). This
could deepen existing research biases and health inequities and call into question whether a research cohort
meets the requirements for fair subject selection. While an REC or other oversight mechanism may not be able
to identify the bias in the research tool itself, it could require a researcher to document the due diligence it has
performed to ascertain any biases, how biases may affect a research study, and what steps have been taken to
address a known bias.

2. Use of Al-based chatbots for informed consent

Al-based chatbots, which have been deployed widely to facilitate human conversation for a product or service,
are being tested for possible use to facilitate informed consent for biomedical research. One study used a
chatbot to provide potential participants with information about the study, educational material and a quiz. There
were several benefits to the use of a chatbot, including increased efficiency of the informed consent process,
which took 44 minutes with the chatbot as opposed to 76 minutes through in-person consent, while the total
time from referral to consent was five days compared to 16 days with in-person consent (which could be due to
scheduling challenges). Most participants reported a positive experience, and nearly all participants successfully
completed the quiz (53).

However, there were several limitations to the study (study size, lack of randomization, lack of diversity of the
study group). There are also broader concerns with use of an Al-based chatbot: first, it could “dehumanize”
informed consent, thereby appearing to prospective research participants as little more than a click-through
agreement as opposed to a careful consideration of risks and benefits that each research participant must
weigh; second, there is not yet any technical or regulatory guidance for RECs or other oversight mechanisms
to determine whether use of a chatbot is acceptable; and third, these uses of a chatbot may be inappropriate
for vulnerable individuals (as well as children and adolescents) who require more careful and empathetic
engagement. Nevertheless, use of Al-based chatbots may be useful for low-risk research that may already
rely upon electronic consent, and additional studies of the benefits and risks of Al-based chatbots, as well as
overarching guidance to support their use by researchers and oversight by RECs or other entities, could address
these concerns.

2.2.3 What are the benefits and risks with generative Al (large multimodal models)?

Large multimodal models (LMMs) extend the ways in which Al can support scientific and medical research.
LMMs can be used for a variety of aspects of scientific research. They can generate text and figures to be used in
a scientific article, for writing manuscripts or for a peer review. For example, one survey of over 1600 researchers
conducted by the journal Frontiers found that over half of researchers used LMMs for peer review of scientific
transcripts (54). LMMs can be used to summarize texts, including summaries for academic papers, or can generate
abstracts. LMMs can also be used to analyse and summarize data to gain new insights into clinical and scientific
research. They can be used to edit text, improving the grammar, readability and conciseness of written documents
such as articles and grant proposals. Additionally, LMMs can provide insights from the data with which they were
trained. One LMM, trained on millions of academic articles, is claimed to analyse scientific research to answer
guestions, extract information or generate relevant text (8). Finally, LMMs can be the basis for chatbots for health
research intended to reach large numbers of people, even if the chatbot itself is not under examination.
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However, the increased use of LMMs poses different risks to individuals and for societies and health systems,
and, as generative Al also becomes more common for writing amongst students and academics, may lead to
many of the risks and problems associated with generative Al polluting the production of scientific and medical
knowledge. These risks, which are enumerated in WHO guidance on LMMs published in January 2024, include
the following.

Box 5: Risks of LMMs enumerated in WHO Guidance

= Lack of accountability. The authorship of a scientific or medical research paper requires accountability, which
cannot be assumed by Al tools. Lack of accountability was the basis for the decision of a major academic publisher
and the World Association of Medical Editors not to accept LMMs as a credited author.

= High-income country bias. Most of the scientific and medical research used to train LMMs is conducted in high-
income countries. Thus, the outputs of any LMM query are likely to be biased towards a high-income country
perspective, including the use of an LMM to analyse research results. A bias towards high-income country
perspectives can also mean that, for example, an Al-powered chatbot used to generate messages for public study
may formulate communications in ways that are biased against certain populations.

= Limited utility beyond English (and French and Spanish). Most LMMs - which are often the basis of chatbots or
other forms of Al that produce communication - operate only in English (and were trained only on data in English).
This can mean that use of chatbots could only work optimally for languages for which there are enough training
data on which to train an LMM appropriately (8).

= Hallucination or misinformation. An LMM may "“hallucinate” by summarizing or citing academic articles or other
information that do not exist, or generate an analysis based on a hallucination. Hallucinations are indistinguishable
from factually accurate responses generated by an LMM, because even LMMs with reinforcement learning from
human feedback are not trained to produce facts but to produce information that looks like facts. One study found
that large language models, when provided with a simple set of facts to summarize, would hallucinate at least 3%
of the time and as high as 27% (55). Furthermore, current LMMs also depend on human “prompt engineering”, in
which an input is optimized to communicate effectively with an LMM. Thus, LMMs, even if trained specifically on
accurate information, may not necessarily produce correct responses (8).

The benefits and risks of generative Al in research have been recognized as an important issue by governments
and regulators. For example, the European Commission, in March 2024, published Living guidelines on the
responsible use of Generative Al in research "to prevent misuse and ensure that generative Al plays a positive
role in improving research practices” (56).

Blau et al. note five broad concerns that generative Al may pose to scientific integrity. They note:

Generative Al ... makes it more difficult for scientists, the larger research community and the public to

(1) understand and confirm the veracity of generated content, reviews and analyses; (2) maintain accurate
attribution of machine- versus human- authored analyses and information; (3) ensure transparency and
disclosure of uses of Al in producing research results or textual analyses; (4) enable the replication of
studies and analyses; and (5) identify and mitigate biases and inequities introduced by Al algorithms and
training data (57).

Researchers, RECs, and other oversight mechanisms could all play critical roles in preserving and strengthening
scientific integrity and addressing other risks associated with generative Al. RECs must be able to account for
these risks when examining research that uses LMMs, including anticipated use of an LMM to analyse and
summarize research results. They should require transparency from researchers as to how LMMs will be used
throughout the research process, including writing both protocols and results, and what safeguards will be put
in place, including the identification and mitigation of biases. This will require researchers to clearly delineate
between human and Al-generated information and ideas, including appropriate citation of human ideas even if
generative Al outputs do not furnish such information (57). Researchers should themselves monitor and test for
biases in Al algorithms and outputs and identify and correct biases that could affect research outcomes (57). The
use of generative Al may also require RECs or a different oversight mechanism, at the end stages of the research
process, to conduct continuing review.
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There are also measures that third parties can take to address proliferating use of LMMs within the research
process and production of outputs. Leading medical and scientific journals have already responded to

the emergence of LMMs, their potential and their impact on scientific research. One academic publishing
company has established two rules: (a) an LMM will not be accepted as a credited author of a research
paper; and (b) researchers who use LMMs should document their use in the section on methods and in the
acknowledgements (58). The World Association of Medical Editors has restricted authorship to humans (59).

Other journals - while not permitting authorship with LMMs - are encouraging the responsible use of generative
Al. One leading journal declared: "We have elected instead to allow the use of LLMs for submissions, if authors
take complete responsibility for the content and properly acknowledge the use of LLMs. However, this policy
does not allow an LLM to be listed as a co-author” (60). To encourage responsible use of LMMs while avoiding
undue and harmful reliance, Mann et al. propose three criteria for their use: (a) human vetting and guaranteeing;
(b) substantial human contribution; and (c) acknowledgement and transparency (of the use of LMMs) (67).

2.2.4 What are the potential benefits and risks of the use of synthetic data?

There is no one universally accepted definition of synthetic data, and their use is not limited to just health care
(and health research) but is and will be applied across many fields. Synthetic data, as defined by Arora et al, are
“data generated by a purpose-built Al model, trained on real-world data, such that the synthetic data maintains
the aggregate properties of the original data” (62). Synthetic data can either be partially or fully “synthetic’
Partially synthetic data combine real-world data with synthetic data, which, for health care-related purposes, can
be a proxy for real-world data and protect patient privacy, allowing researchers to still conduct analyses (63).

The interest in and use of synthetic data has been driven by commercial, scientific and ethical rationales. Many
companies are employing synthetic data as a means of training generative Al models (64). This is because even
as companies require ever more sources of human data to train general-purpose foundation models, there may
be fewer data available, either because they have already been utilized or because there are restrictions placed
on the sharing and use of data by those who store, manage or oversee the data.

Synthetic data have also been identified as a tool for Al-related health research. First, because the data are
either partially or fully synthetic, and contain little or no precise information about individuals, they could help
to address concerns with privacy of health data (65). Second, synthetic data could mitigate or overcome bias
in data sets or at least balance data sets for those characteristics or qualities that otherwise are not possible
to obtain (65). Third, even if synthetic data will not be an exact copy of the underlying data on which they are
modelled (fidelity), synthetic data could have utility as a stand-in and can be evaluated for usefulness (though
this may not be possible if there are not enough real-world data that can be used as a comparator) (65).

Yet the use of synthetic data for Al-related health research also introduces risks:

First, even though synthetic data are considered a privacy-preserving technique, re-identification of individual
data subjects is not impossible, and partially synthetic data can be vulnerable to re-identification. Second, there
are concerns that there may be use of synthetic data as a means of circumventing data protection laws, research
ethics oversight or other forms of scrutiny (65). Forms of data sharing that would otherwise be deemed to be
unethical or in violation of data privacy laws may not apply if a company or other entity created and shared a
synthetic version of the data (62). Third, even though synthetic data have been deemed a means to overcome
bias, synthetic data generation tools may produce data sets for which utility and fidelity differ significantly
depending on the sociodemographic group (65).

Furthermore, synthetic data, if used improperly by researchers, could exacerbate or introduce community- or
group-level harm, for several reasons. Synthetic data may oversimplify or generalize complex characteristics or
identities of communities that may not be apparent to researchers who rely upon the output. The consequences
can mask specific risks or benefits that research could otherwise reveal. As noted by Koul, Duran and
Hernandez-Boussard: “When synthetic data fail to preserve relationships between variables, predictive models
might systematically underestimate the risks for clinically vulnerable populations, leading to inadequate care
strategies” (66).
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Second, the production of synthetic data can generate intersectional hallucinations that misrepresent or
invent associations or correlations between different demographic or clinical variables that do not exist but are
treated as real. Intersectional hallucinations can therefore misrepresent the diversity of a data set and invent
associations between different identities - for example between age, race and gender - that do not exist in
the underlying data (67). Intersectional hallucinations may make synthetic data unsuitable for certain types of
health research (66). And even though techniques can be used to minimize intersectional hallucinations, they
must always exist in synthetic data, as otherwise the synthetic data would be a “mirror” of the original data
(intersectional fidelity), which would undermine efforts to preserve privacy (67). The necessity of intersectional
hallucinations to assure privacy creates a challenge. If synthetic data are required to provide a "high-fidelity
representation” of data, including “complex variable relationships’, the synthetic data will have to better
approximate the underlying real data, which therefore increases privacy risks (66). On the other hand, if the
synthetic data are too dissimilar, clinical validity is compromised (66). Researchers will have to carefully consider
the trade-off between fidelity and privacy.

Third, synthetic data, instead of overcoming bias, could instead amplify bias in the original data that an algorithm
was trained upon (66). There is additional risk of bias if an algorithm to produce synthetic data was trained on
source data comprising a small sample size (68).

Therefore, use of synthetic data may require guardrails so that their use respects ethical principles. Researchers
who wish to use synthetic data should only do so as a means of strengthening privacy protection, and not

as a means of escaping oversight. Additional caution may be required for video- or voice-based synthetic

data, since it may be impossible to fully anonymize the data. To guard against both inaccuracy and potential
privacy violations, there may be a need to label both where there is intersectional fidelity and where there is
intersectional hallucination (67). More broadly, as synthetic data become more commonplace and are included
in open-source data sets, they should be clearly labelled.

There are different views as to whether individuals who provide data would have to subsequently provide their
informed consent for the use of their data to generate synthetic data. On the one hand, since synthetic data
that are produced are not an exact replica and will anonymize the underlying data, there may not be a legal
requirement, for example under data protection laws, to seek informed consent. Yet since personal data may
have been used to train an algorithm that produces synthetic data, and those data sets may include personally
identifiable information, it may not be possible to fully anonymize the data (as may be the case with audio- or
video-based data or due to intersectional fidelity). As a result, the use of synthetic data may carry greater risk,
including re-identification. Therefore, in some jurisdictions, the use of personal data may require informed
consent or a different form of legal authorization before such data can be used.

Synthetic data may also have the unintended consequence of limiting contact and engagement between

those who design and carry out research and the people and communities it intends to benefit. It may be more
important to find ways to increase engagement and contact between researchers and affected communities,
even if there is limited reliance on the collection of data from individuals (65). One reason researchers may use
synthetic data is to create a more robust data set on behalf of a population that otherwise is underrepresented.
This may not, however, reflect the actual real-world diversity of the population in question. Instead of seeking to
build a larger data set only through synthetic data, efforts could be made to supplement the synthetic data set
through working with underrepresented communities and collecting a more comprehensive data set (66).

Transparency may be critical to ensure appropriate use. This includes the lineage of the synthetic data, the bias,
hallucinations, or privacy risks in the data set, and disclosure by researchers of how synthetic data have been
or will be used (66). RECs or other oversight mechanisms may have to take steps, where necessary, to engage
in oversight of the prospective use of synthetic data by researchers, including any disclosures that researchers
should provide, and safeguards that researchers may need to introduce to improve privacy protection and
avoid bias. Governments and standard-setting bodies may require more information and evidence of the utility,
performance and risks of synthetic data before issuing recommendations, including the types of information
that must be disclosed, to ensure the appropriate use of synthetic data as they become more commonplace in
health-related research.
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2.2.5 Testing the performance of Al-based research tools

One concern with Al algorithms is that developers often only rely on internal validation (evaluating an Al model
on internally held data not used to train or validate the algorithm) or external validation (use of an independent
data set). Few developers are publishing the results of their analyses, which are necessary so that the results
can be peer-reviewed. For Al systems used in medical settings, for example, only 65 randomized controlled trials
of Al interventions were published between 2020 and 2022 (69).

Developers should not just consider internal and external validation, but also evaluate performance under real-
world conditions of an Al model that would be used to conduct or support research (52). Such evaluation, and
publication of research protocols as well as results, would be essential for transparency, validation and scrutiny
by researchers, RECs and other oversight mechanisms.

The type of validation that is required would depend in part on the proposed use of the Al tool, and the type of
function it would carry out. A simple Al algorithm that scrapes data from a public website (which may introduce
ethical concerns but is not a complex operation) may not require validation or performance testing. A generative
Al model used to produce synthetic data for a research study should require additional scrutiny. For example,
Koul, Duran and Hernandez-Boussard call for “rigorous validation protocols that combine clinician expertise with
computational stress testing to verify the fidelity of synthetic data to real-world medicine” (66).

Based on validation, researchers should demonstrate that algorithms used for Al-related health research are
appropriate for the intended use, and thereafter researchers must communicate the limitations of Al tools, both
to RECs and eventually in published research results. RECs require information to evaluate (a) the potential

use of research tools (how risky or novel is use); (b) whether tools are appropriate for the intended research
(including the limitations of a tool); (c) whether risks (such as bias) that do exist have been mitigated, or
whether risks are acceptable given the potential benefits of the research tool; and (d) how researchers should
communicate the limitations of tools. In cases where documentation is not provided or information pertaining to
a tool's validation is not adequate, RECs or other oversight mechanisms may wish to ask for improvements and
additional disclosure to inform their deliberations (45).

2.3 Health-related research on Al tools and technologies

This section addresses the third category of Al-related health research - health-related research on Al tools and
technologies. Subsection 2.3.1 explains what health-related research on Al tools and technologies is; subsection
2.3.2 examines whether ethics review or other oversight includes such research; subsection 2.3.3 examines

the novel risks associated with these Al technologies; and subsection 2.3.4 examines how different ethical
requirements for research may be challenged.

2.3.1 What is health-related research on Al tools and technologies?

There are many uses of Al for health, including medical applications utilizing generative Al and the integration
of Al into medical devices and software systems. Al is also applied to the administration of health care, for
example in the case of health insurance and hospital management, as well as medical education. These
applications of Al can be the object of research but may not be subject to oversight or ethical review.

Initially, potential applications of Al, especially using discriminative Al, included screening and triage, diagnosis
(and prediction-based diagnosis), clinical care (including decision support and treatment recommendations),
and use of Al for public health-related interventions, such as public health messaging (with the delivery of
messaging through online channels such as social media and messaging services) (7).

Generative Al is applied to existing use cases, and the technology has also facilitated novel uses of Al

for health. In WHO guidance on the ethics and governance of LMMs, WHO identified five broad uses of

LMMs: (a) diagnosis and clinical care; (b) patient-centred applications; (c) support for clerical functions and
administrative tasks; (d) nursing and medical education; and (e) scientific and medical research (discussed
above) and drug development (8). As Al technologies are developed and approved for use in these diverse areas,
implementation research, or the systemic approach to understanding and addressing barriers to implementation
and scale-up of effective and high-quality health interventions, will become more relevant.
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2.3.2 Does health-related research on Al tools and technologies require ethics oversight or REC review?

Al-based health tools or applications that are intended for direct use on human beings or to influence human
behaviour should be tested for their utility, safety, efficacy and implementation, and will require research

with human participants. Health-related research with human participants to test Al-based health tools or
applications should be subject to ethical oversight and REC review.

For other Al-based tools and technologies, there is less clarity. Research on Al-based tools used in health care,
for example for health insurance, health financing or the administration of health care, may not involve human
participants and therefore is not likely to be subject to REC review. Yet these types of research may introduce
ethical concerns, for example related to bias encoded in these technologies that could cause individual or
society-wide harm, if they are not properly addressed during research. However, there is not yet a mechanism
that could provide ethical oversight of these types of research.

Companies that develop and test Al tools and technologies may conduct health research that is for product
development or quality assurance. This research may not be subject to ethics review, and there may be no
other type of oversight that could be applied. This is because this research, when carried out by a company,
may be characterized as a commercial activity or product improvement, and not as research on human
participants. The research may be focused on either (a) the development of an algorithm (40), or (b) improving
a product for commercial purposes, such as collecting responses and data to optimize an algorithm (for
example, how users respond to and interact with an experimental chatbot). Companies developing an
algorithm or conducting product testing may not even submit research to an REC to determine if it is
reviewable. Likewise, RECs may determine that research is not within the remit of RECs because it is regarded
as quality control or product improvement.

2.3.3 What novel risks are associated with research on Al tools and technologies?

Prior WHO publications on the ethics and governance of Al for health have enumerated ethical issues
associated with the use of Al technologies for health. These risks are different from the customary risks that
RECs or other oversight mechanisms might address when reviewing a research protocol, and may include
the following.

Biases encoded in Al technologies

Since Al technologies are likely to encode certain biases (or introduce bias), researchers may need to
demonstrate that entities who designed and developed an Al algorithm have taken steps to avoid, identify and
redress biases, including bias in the data sets used to train and validate Al algorithms, bias in how the algorithm
was designed, and possible contextual bias in the Al tool or technology - in that the algorithm is designed for
optimal use in one context but not in other contexts (such as low- and middle-income settings or rural settings
with less infrastructure and internet connectivity). There may also be a need to review the outputs, to the extent
that the outputs of an Al technology under study are available to identify biases.

Al-focused privacy-related risks (including those related to facial or voice recognition)

There are other privacy concerns that go beyond concerns with informed consent or the de-anonymization of
data. Al technologies, for example, those used for public health surveillance, patient monitoring or proximity
tracking applications (such as those used during the SARS-CoV-2 pandemic), can undermine a person'’s right to
privacy, including tracking their movements. Other examples of Al technologies that present novel privacy risks
are those Al systems that rely upon facial data or voice data for a medical or health-focused output. For example,
research has identified that Al could use a person’s voice data (the pitch of a person’s voice) as a means of
monitoring blood sugar levels (70). A separate research project postulated the use of voice samples to identify
individuals with depression or suicidal thoughts (see Box 5 for a case study of such a project).
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Box 6. Ethics oversight of a voice recognition diagnostic tool used to identify depression and
related disorders

Researchers designed a study targeting male and female adolescents (aged between 13 and 18 years), with a total
research population of 25 participants diagnosed with depression and related disorders and undergoing treatment at
a paediatric psychiatry clinic. The research team’s hypothesis was that detectable differences could be found in voice
tone, and that these differences correlated with depression systems. Therefore, depression and suicidal thoughts
could be identified through voice samples.

The research team'’s objective was to explore the potential of voice samples as early markers for depression and
other psychiatric mood disorders in adolescents. Early detection of these symptoms could aid in preventing the
progression of psychiatric disorders and reducing suicide risk.

A company was assigned to conduct voice analysis using machine learning algorithms to identify associations
between voice parameters and psychiatric diagnoses. Participants would be asked to provide three types of
voice samples: (a) neutral reading - or reading a preselected neutral text; (b) structured interaction - or reciting
approximately 20 sentences and engaging in a two-minute conversation with the interviewer; and (c) personal
expression - or describing their day or discussing a topic of interest.

The analysis would focus on short voice segments, particularly low-frequency passages lasting several dozen
milliseconds. The parameters to be evaluated included frequency, amplitude and voice quality. Additionally,
whole-signal analysis would be performed, incorporating semantic and linguistic elements. With respect to data
management, the researchers proposed that the voice samples be anonymized before being shared with the
company. The company would not have access to any identifying participant information.

The REC raised and discussed the following ethical issues.
Outcome and ownership

= What will be the specific outcomes of this research?
= Who will hold the intellectual property rights to the diagnostic tool?

Data management and access

= What will happen to the voice samples after the algorithm training is completed?
= Who will have access to the voice samples, and for how long?
= Will the algorithm retain data enabling indirect identification of participants?

Collaboration terms

= What are the parameters of the collaboration between university researchers and the company?
= |s the company restricted in its use of the research results, even if the voice samples are not reused?
Additional issues the REC could have discussed include the following:

= What evidence is there that the proposed study was scientifically valid? How did the researchers formulate the
proposed hypothesis?

= What safeguards were put in place to assure informed consent of a particularly vulnerable adolescent
population receiving mental health treatment in a clinical setting?

= Did the target population understand how the voice recognition tool was designed and how it could diagnose
depression, and any of the risks associated with such an Al-based tool?

= To what extent are the research results generalizable beyond the study population? Is the sample size adequate
for power calculations? What are the limitations of the research results, whether positive or negative?

Safety and cybersecurity

Al tools and technologies pose several potential safety risks to patients. While these may be assessed during
regulatory review, an REC or oversight mechanism might play an important role in identifying risks up front.
Errors in Al systems, including incorrect recommendations (for example, which drug to use, which of two
sick patients to treat, misdiagnosis, oversimplification) and recommendations based on false negative or false
positive results, can cause injury to a patient or a group of people with the same health condition (7). Model
resilience, or how an Al technology performs over time, is a related risk, though measuring model resilience
may not be possible for an REC or other oversight mechanism (unless testing has already been conducted by
a researcher and disclosed to an REC).
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Safety concerns may be heightened because of the ability of companies, in a relatively short period of time,

to develop, test and deploy new Al tools without adequate oversight. For example, companies that have
constructed databases of electronic health records are able to utilize these platforms to develop, test and rapidly
introduce new Al tools over their platforms. One of the largest electronic health record vendors (electronic health
record company) announced in early 2024 that over a 12-month period the company had 60 use cases of Al for
clinical care in development. The company noted that:

Our key focus, whether it's in the traditional predictive analytics space or in the generative Al space, has
been putting the technology, in this case Al, into the workflow directly so that it's running on the latest
information and is able to help drive forward good decision making ... The reason why you see 60-plus use
cases from the clinical to the bedside to the back office is because we've integrated generative Al into our
core development processes. It's just part of the standard approach, where predictive analytics tended to be
very point solution [sic] and it just wasn't a part of how a developer thinks (77)

In partnership with another company, the electronic health record company also introduced the other
company's “ambient” Al technology to automatically draft clinical notes in seconds after a patient visit, with

over 150 000 notes drafted in a 12-month period. While these uses of Al could have significant benefits for both
providers and patients, they also raise concerns as to whether these tools should be introduced rapidly, whether
there was research to test the safety, efficacy and utility of the tools, and whether there had been adequate
regulatory and ethical oversight of research on the tools prior to their introduction. If steps were or were not
taken prior to introduction, liability laws may be the only way to manage the use of these technologies and

discourage harmful practices.

These concerns arose in part because previously the electronic health record company had rapidly released

a proprietary Al-based sepsis prediction model that it had developed internally with use of its own patient
records for training and testing. Yet subsequent independent research, contested by the company, found that the
predictive tool did not identify two thirds of patients with sepsis, even though it sent out a sepsis alert for nearly
one out of five hospitalized patients (72, 73). This led to alert fatigue, thereby undermining the effectiveness and
utility of the system (73). Subsequently, with evidence mounting of problems with the initial model, the company
released a new version that changed the data variables, the definition (marker) of sepsis onset, and the guidance
it provided to health systems to fine-tune the system to local needs (74). The problem with the original algorithm
means that the product was used across many health systems in the United States to guide decisions for
millions of ill patients that may have faced a life-threatening iliness (74).

Additionally, cybersecurity threats are a significant challenge and threat for Al technologies. Cybersecurity
threats, such as hacking, could lead to manipulation of data used for training an algorithm, thereby changing its
performance and recommendations, and presenting a threat to patient safety (7). Breaches of algorithms could
also lead to the unauthorized disclosure of patient data, which could undermine the privacy of both research
participants and eventually patients who use the algorithm. Certain types of Al, such as LMMs, are especially
prone to hacking and other cybersecurity risks that could lead to the disclosure of private data or to manipulation
of responses from an LMM (7).

RECs and other oversight mechanisms will need to develop expertise (or identify outside sources of expertise) to
assess safety and cybersecurity risks during the research phase of Al technology and the possibility of problems
arising once a technology has been approved for use. This will also require disclosure, by researchers, of known
or expected safety and cybersecurity risks of such technologies.

Hallucination and errors associated with the use of an Al technology

One concern with LMMs has been the propensity of chatbots to produce incorrect or wholly false responses
from data or information (such as references) “invented” by the LMM and responses that are biased in ways that
replicate flaws encoded in training data, or specific biases. Hallucinations and errors, when directed to either
health professionals or experts, can lead to negative consequences, especially if either a health worker or a
patient suspends their judgement (automation bias) (7).
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Automation bias associated with use of an Al-based technology

With automation bias, a clinician may overlook errors that should have been spotted by human-guided
decision-making. While physicians must be able to trust an algorithm, they should not ignore their own
expertise and judgement and simply rubber-stamp the recommendation of a machine (7). This concern is
especially heightened with the advent of LMMs because they generate false, inaccurate or biased responses.
LMMs are also likely to encourage automation bias in experts and health care professionals, and patients that
use LMMs have neither the expertise nor the judgement to recognize that the LMM is providing misleading or
false information (7). To avoid automation bias, research projects themselves may need to examine how best
a tool can be deployed to avoid misuse. This was a topic contemplated by an REC with respect to a diagnostic
tool for the analysis and interpretation of microbiological diagnoses (Box 6).

Box 7. Ethics oversight of a microorganism recognition tool

A research project proposed to utilize an existing digital database of de-identified images of microscopic
preparations of various human microorganisms (bacteria and fungi). The database was created over the years for
educational purposes, using samples from patients diagnosed at a public university. The research team's hypothesis
was that Al tools could rapidly and accurately diagnose microbiological samples based on microscopic images.

The research team'’s primary objective was to develop a diagnostic tool for the analysis and interpretation

of microbiological diagnoses. While numerous Al-based diagnostic tools exist, none currently focuses on
microbiological diagnoses derived from microscopic preparations. In addition to the core diagnostic algorithm, the
tool was expected to include a user-friendly interface to enhance its clinical utility.

The database consisted of 25 000 high-quality images of various microorganisms. Each image was accompanied by
detailed metadata, including (a) the biological material from which the microorganism was isolated; (b) the specific
type of microorganism depicted; and (c) information about how the microorganism’s colony was established.

The images were to be classified and aggregated using Al algorithms. These algorithms would undergo validation in
clinical settings, though no clinical decisions would be made based on the tool during the research phase.

The database of images was securely stored on the computers of the microbiology department and remains on
site. The diagnostic tool would, depending on the outcomes of the research, eventually be utilized and potentially
commercialized by the university's patents and innovations department.

The REC raised and discussed the following ethical issues.
Clinical safety and standards

= How can the research team ensure that no clinical assessments are made based on the tool during the research
phase?

= What safety standards and verification protocols should be in place for the tool's future clinical applications?
Additional issues the REC could have discussed include the following.

= How will the university commercialize the diagnostic test and what steps will be taken to ensure it is accessible?
= Can the algorithm be used for all patient populations, or are there limits to its generalizability?

= What additional steps would health providers have to take, if at all, to confirm a diagnosis and to avoid
automation bias?

Each of these risks, such as the training and validation of an Al tool with biased data sets, should necessitate at
a minimum review and discussion when the research is subject to oversight by an REC. However, RECs will face
several challenges with assessing these risks (see section 3 below). They may have neither the expertise nor the
training (nor an appropriate framework to even account for such risks); the risks and benefits may be difficult

for RECs to measure; and the actual risks and benefits of Al technologies may not be evident at the time of REC
review. Therefore, even though there is a clear need to account for the risks, RECs may be unable to do so.

30 Artificial intelligence-related health research: ethics review and oversight



2.3.4 Which ethical requirements are challenged by health-related research on Al tools and technologies?
Informed consent

RECs or other oversight mechanisms should be able to examine both what information will be provided to
research participants and whether the information will allow research participants to make an informed decision.
Informed consent should always require the disclosure of the central role of Al using clear language appropriate
for a lay audience. First, researchers may need to disclose possible risks and benefits associated with the

use of specific Al technology that would affect a research participant, as well as any unexpected outcomes

that may arise with the use of Al. For example, informed consent may require additional information about a
specific algorithm (or that type of Al generally), such as the propensity of an LMM to hallucinate (or its known

or expected error rate). One difficulty with disclosure of these risks is that they may not materialize until after the
research is completed. Thus, both a review of research and the actual informed consent of research participants
may happen too early in the research cycle (5).

Second, researchers may need to disclose basic information explaining the scientific validity of the algorithm,
including the type of Al model that underpins an Al system, and how the Al model generally functions (even if a
researcher cannot explain how a specific algorithm that is being tested works). This may be challenging, since it
must be provided to a research participant in understandable language.

Third, researchers may need to disclose any third parties involved in the development of the algorithm, and
whether third parties will have access to any of the data or if the models under study will be trained with data
produced during a research study. It is common for Al tools that are being tested to have been developed by
commercial companies or utilize a platform developed by a technology company.

Fourth, informed consent requires that researchers disclose and seek consent that data generated through a
research study could be used beyond the research study itself, for example to be provided to a third party or to
train an Al model (75). This includes seeking consent for subsequent use of data either inputted into or produced
by a generative Al model prior to initial conduct of a research study with a generative Al model, since those data
cannot be erased and could be disclosed and used in ways that a researcher may not be able to control. Finally,
researchers may need to inform participants that for some Al algorithms (such as LMMs or generative Al) data
supplied to or produced from a research study cannot be erased. This risk could be disclosed to participants
before they consent to a research study, including that LMMs can disclose sensitive information to the public or
could be used to train an algorithm or future unspecified algorithm. For some other forms of Al where erasure is
possible (such as rule-based Al), researchers could emphasize that participants have the freedom to withdraw
from a research study at any time and that a participant can request that their data are erased.

Informed consent may not necessarily require that the research participant is informed about exactly how the
algorithm arrives at decisions (or explainability of an algorithm). Many medicines and vaccines that are tested
through clinical trials have a mechanism of action that may not be fully explainable to either the researcher or
participant, yet this does not make the research unethical. At the same time, even if an algorithm is explainable,
it may not necessarily have any material impact on the decision-making of a research participant.

Value of research

RECs and other oversight mechanisms should carefully assess the purported value of research on Al tools
and technologies, for several reasons. First, a great deal of hype has been attached to Al, with overstatement
of what Al can accomplish and unrealistic estimates of what can be achieved. This has often led to charges of
“junk science” (for example during the SARS-CoV-2 pandemic), and some screening tools developed for rapid
diagnosis have been described as “utter junk’; with companies “trying to capitalize on panic and anxiety” (7).

Second, oversight mechanisms may need to determine whether research is valuable when known error rates
for specific types of Al - such as LMMs - are high. Hallucinations are not an exception in many LMMs but a
common feature (8). Thus, an REC or other oversight mechanism might have to ask whether known tendencies
of LMMs to hallucinate and make serious errors are acceptable, and, for all forms of Al, to determine if the Al
algorithm has technical merit.
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Third, while an REC or other oversight mechanism may be able to measure clinical benefits, it may struggle to
define and quantify the social value of an Al intervention (75). This may especially be the case in countries with
limited resources and multiple bottlenecks to the provision of effective clinical care. Just because technology
can produce a correct outcome does not mean it will translate into actual and sustainable clinical benefits in a
health system that is not well equipped to make use of the tool (for example, due to a lack of information and
communication technology infrastructure). Thus, researchers could be expected to not just generate information
about a technology's clinical effectiveness but also indicate under what conditions a tool will deliver a benefit
that would justify a ministry of health diverting scarce resources to scale up its use. Such actions could include
determining whether introducing a new technology would be valuable if the technology itself evolves rapidly (as
is often the case with Al-based technologies), in which case the introduction of a technology, which can require
significant investment, could be wasteful if that technology were quickly replaced with a new version.

Scientific validity and integrity and clinical equipoise

The CIOMS guidance notes the importance of the scientific validity and integrity of research, stating
that: "Scientifically unsound research involving humans is unethical in that it may expose them to risk or
inconvenience for no purpose” (3). This highlights the importance of scientific review of Al-related health
research even prior to ethics review. There are several challenges with health research on Al tools and
technologies that may call validity into question.

First, research on an Al tool may often be conducted virtually. While researchers may find that research
conducted virtually is low cost and easy to implement, they may also find that it is difficult to measure the
efficacy of an algorithm and the extent to which an algorithm was responsible for the measured outcome (and
the durability of the result). To be able to both establish a baseline measure and conduct effective follow-up
would create problems with respect to anonymization, privacy and data minimization.

Second, metrics used by programmers to measure an algorithm's performance in a research setting may
not be a sufficient predictor of outcomes in a real-world (clinical) environment, although early-stage studies,
much as a phase 1 study for an investigational compound, could at least be an indicator that a research
study should proceed to additional research studies that then measure an algorithm’s performance in a real-
world environment. Given the difficulty with demonstrating the scientific validity of an Al tool or technology,
researchers and RECs should keep informed of appropriate methods to evaluate Al tools.

Third, an Al model that is tested on limited data (or data predominantly on one gender or ethnicity) may not be
relevant or generalizable to subpopulations for which the algorithm is not tested, which means that outcomes
may only be possible to “selectively deploy” to those populations that are represented in the data used to train
an algorithm (76). As far as possible, data used to train an algorithm should be diverse. For specific diseases
that are geographically unique or are only known to affect a specific population, training a relevant Al tool with
limited data can be acceptable even if it means that such research outcomes may only be possible to selectively
deploy to those populations that are represented in the training data. For those Al technologies that have the
potential to be widely useful, there could be progressive efforts to train Al tools on diverse data; until this is
possible, researchers should be transparent as to the limitations of such research studies and populations

for which such an Al tool may be neither effective nor useful. In fact, for randomized controlled trials on Al
interventions, measures of success based on individual outcomes may be less appropriate than outcomes for
groups or populations tested with an Al intervention (75).

Fourth, it may be difficult to compare an Al intervention with the standard of care, which may differ across
clinical settings (75). These requirements mean that, to the extent possible, ethical oversight should not

just examine the inputs (especially data) to train an algorithm but also the Al-generated outputs to ensure
compliance with ethical obligations. There are different problems with research conducted with generative Al
(LMMs), including whether research conducted with LMMs can be reproduced. LMMs exhibit prompt sensitivity,
and results of a query to an LMM can be highly dependent on how a researcher or research subject prompts an
LMM (8). This raises the question as to whether the result provided by an LMM is “intrinsic to the model” or is an
artefact of a prompt. This also means that certain qualities that may be inferred from research conducted on an
LMM, or its biases, may not be because of the model but because of how research participants pose questions
or queries to the model (77). There are also concerns with “contamination” - namely, is the performance of

an LMM (for example, to answer a medical query) genuine or because the LMM has been trained on certain
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questions and answers (recalling information previously fed into the algorithm, and not generating a novel
response) (77)?

A separate concern is whether there is clinical equipoise with respect to a proposed Al intervention, or sufficient
dispute or uncertainty as to whether the proposed intervention is better than a standard intervention or placebo.
Since many Al models are built on retrospective data, this may not necessarily mean that the algorithm will
perform better than existing Al models used for the same purpose or non-Al-based interventions.

As noted above, Al models are built on retrospective data. In retrospective studies with machine learning to
predict outcomes in a single analysis, the algorithm can perform better than but might not be very different from
a logistic regression model. This may mean that a novel Al model may not necessarily perform better than the
standard of care. Such studies also do not address real-world experience in a treatment setting (where data are
continually being added to a patient’s case and Al analysis would have to be made multiple times) and impact
on the outcome (how long before the outcome can the prediction be made correctly and whether, knowing the
risk of the undesirable outcome, it can be avoided). For example, a randomized clinical trial achieved success

in predicting sepsis three hours before the placebo group, but mortality and length of hospital stay remained
the same (78). Additional evidence or information, beyond retrospective testing with existing data sets, may

be necessary before approving research on an Al model. RECs may wish to require researchers to produce
additional evidence or information, for example through a proof-of-concept study, before approving research into
new Al models.

Fair participant selection

As with data science studies that employ Al, there are also concerns with regard to fair participant selection for
studies conducted on Al technologies for use in health. Fair participant selection requires that those selected for
the study are based on a study'’s scientific objectives and not based on unrelated factors such as vulnerability
or privilege. There is a risk that researchers select trial participants based on efficiency - that is, research
subjects will be those that have easier access to Al-based services, such as those who both have personal
resources and are not negatively impacted by the digital divide. Researchers may also select trial participants

- intentionally or not - that conform to the data that were used to train the algorithm. This is thus more likely

to produce successful outcomes. To ensure fair subject selection, research participants could reflect the varied
demographics of a target population on account of (for example) sex, ethnicity and age. Research participants
might not solely be selected on the basis of their conformity with the data that were used to train the algorithm.
Constructing a study with diverse research participants may ensure that researchers identify biases encoded in
the Al model.

Researchers who wish to ensure that the testing (and training) of an algorithm is inclusive may have to balance
these efforts against the preferences of specific communities to avoid inclusion in research or testing, for
example Indigenous communities or people living with a disease (40). Finally, if an algorithm is used to select
participants, this may lead to concerns that the selection it makes, based on how the algorithm is trained, could
also display bias or is guided by considerations that are beyond a study’s scientific objectives. To determine
whether researchers have employed appropriate criteria, RECs will need appropriate methods to measure
whether the selection of a research population is based on fairness only.

Privacy and confidentiality

Research on Al-based technology could involve the collection and analysis of data for the algorithm to produce
a recommendation or output. RECs may be increasingly required to contemplate unique sources of data and
novel applications of Al, and whether rights to privacy and confidentiality have been respected for the data that
are collected or the outputs of an Al technology. One example - described in the case study presented in Box 7 -
involves inputting the data of deceased individuals to build an Al model for facial reconstruction.
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Box 8. Ethics oversight of an Al model for facial reconstruction based on DNA samples

The study involved 400 deceased individuals for whom autopsies were required either by legal mandate (prosecutor's
orders) or for medical purposes. The primary objective of research was to develop a predictive model for reconstructing
human facial features based on DNA, that could be used (for example) in forensic medicine. Since many facial
characteristics are heritable, it was hypothesized that DNA could provide a reliable basis for reconstruction. However,
the researchers noted that environmental, biogeographical and gender-specific factors must also be accounted for. The
models, if proven accurate, were intended for applications in anthropological research and forensic practice. The study
employed two methods of facial phenotyping: (a) 3D scanning; and (b) computed tomography scanning. Additional
factors, including body mass index, age and gender, were to be integrated into the analysis. Whole genome sequencing
would be conducted using the MethylationEPIC platform.

The predictive modelling process included (a) generating 3D facial representations using MeshMonk software;

(b) performing advanced 3D image analysis using R software; and (c) combining these facial data points with genomic
data to create a comprehensive predictive model. The results would be validated using an independent data set
collected from living donors, which included facial and blood data. All data would be securely stored on university
servers with restricted access. The REC raised and discussed the following ethical issues.

Consent and legal permissions
= Are there any ethical or legal barriers to using biological material (faces and blood) from deceased individuals?
Future applications and commercialization

= What are the potential future uses of the predictive algorithm?
= Are there any plans for the commercialization of this technology?

Many algorithms that could be the focus of such research will be commercial algorithms, including LMMs, Use
of LMMs by patients and laypersons may not be private and may not respect the confidentiality of personal and
health information that they share. Users of LMMs for other purposes have tended to share sensitive information,
such as company proprietary information. Data that are shared through an LMM do not necessarily disappear,
as companies may use them to improve their Al models, even though there may be no legal basis for doing so
(though the data may eventually be removed from company servers). A related problem is sharing of information
on an LMM with other users of the LMM, whether because the other user specifically requests the LMM to
disclose the information or, in the case of one LMM, due to mistaken disclosure of other people’s chat histories
(even if not the substance of their conversations). Thus, if a person’s identifiable medical information is fed into
an LMM, it could be disclosed to third parties. This not only undermines a patient’s privacy and confidentiality, it
could also run afoul of data protection laws (8).

Benefit sharing and future equitable access

One question for research ethics review to consider is whether the population that will bear the risks of
participating in the research is likely to benefit. First, knowledge that the research is designed to yield should be
communicated by researchers in simple and straightforward language, including the objectives of the research
and the outcomes of the research. Second, no group that participates in the research should be deprived of
access to research and outcomes, including any new products and technologies, at an affordable price, as

well as future discoveries with clinical salience. Researchers and their institutions could also satisfy ethical
requirements for benefit sharing by making appropriate investments in training, capacity-building and resources
for the development and use of Al tools and technologies appropriate for research (see section 4).

Yet even if benefit sharing may be achievable for study populations, Al technologies may not necessarily be
widely useful, including for the reasons described above - that is, the forms of bias that may be encoded in the
data, design, or the contexts for which an Al system was designed for use (or not). There are other reasons that
an Al system may not be beneficial, including for those populations who participated in such research.

First, Al systems that require human input and data may not be well suited to all populations. This may be
because an algorithm is not well suited to certain types of biometric data (such as voice or skin pigments);
additionally, such forms of biometric data may not be consistent with a country’s laws or policies or may
unnecessarily expose populations to privacy risks for use of such Al.
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Second, the affordability of an LMM, the languages for which it can be used optimally, and the unavailability of
follow-up treatment based on a recommendation of an Al technology could each undermine equitable sharing of
the benefits of Al technologies. Examples include the following.

= Al technologies, and especially LMMs, are available only by paying a fee or subscription, as both
developing and operating an LMM can be expensive. It has been estimated that ChatGPT (a well known
and commercially popular LMM) costs US$ 700 000 per day to operate. Some companies are introducing
subscription fees for new versions of LMMs, which could make certain LMMs unaffordable, not just in low-
and middle-income countries, but also for individuals, health systems or local governments in resource-poor
settings in high-income countries (8). For example, the newest version of ChatGPT was offered at US$ 200
per month in late 2025, This means that an estimated one half of the world's population earns a monthly
income that is less than the per month cost of the newest version of the algorithm, while many other people
would not be able to pay such a monthly fee without having to sacrifice most or all necessities.

= Most LMMs, at present, operate well only in English. Thus, while they can receive input and provide outputs
in other languages, they are more likely to generate false information or misinformation (8).

= Even if Al technology may be useful for a specific population, the benefits an Al technology may generate,
such as improved screening and diagnosis, may not be complemented by improvements in access to
treatment (75).

RECs and other oversight mechanisms could weigh barriers to equitable access when evaluating risks and
benefits of Al technologies. These barriers include (a) discriminatory practices during the development of the
algorithm, such as biases encoded in the data; (b) other limitations of such data that prevent the wide use of
the algorithm; (c) failure of certain types of algorithms to operate well for certain populations, due, for example,
to the types of biometric data that may need to be inputted, the digital infrastructure required for its use, or a
developer not maintaining the performance of the algorithm for its long-term use in a specific setting; and (d)
lack of affordability or appropriateness of the algorithm for a certain population.

Finally, even if an Al tool or technology that was the focus of Al-related health research is commercialized or
acquired by a private sector actor, benefit sharing and post-trial access requirements should be satisfied by
private sector actors even if they did not originally carry out or participate in the research.
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3. Challenges for research ethics
committees

RECs may not review all types of Al-related health research due to limitations of their mandate. Nevertheless,
RECs will continue to play a critical role in the effective oversight and ethical review of Al-related health
research. Therefore, it is critical to examine how RECs can be strengthened to review Al-related health research
that falls within their remit.

This section examines two challenges that RECs face with respect to oversight of Al-related health research:

(a) the current operating model of RECs is not yet well suited to how, when and where Al-related health research
is carried out; and (b) RECs have not been provided with sufficient expertise, training, capacity and support to
oversee Al-related health research. Based on the challenges identified in this section, several considerations are

included in the "Key considerations” section of this report (see section 9).
3.1 Why is the operating model of RECs not fit for purpose?

The REC operating model has evolved to oversee traditional health-related research that used neither Al nor
data science methods. This approach is not well suited to how, when and where Al-based research is carried out
for three reasons.

1. RECs examine research too early during the research process. Risks associated with the conduct of Al-
related health research often materialize during the latter stages of research or emerge as broader social
impacts once applied outside a research setting.

2. RECs are decentralized and find it difficult to coordinate for coherent oversight of multicountry research. Al-
related health research often involves multiple partners or institutions across many settings and countries.
This is possible in part because certain types of Al-related health research can be carried out through online
channels, and, for some research projects, there may not even be trial sites as research is conducted, for
example, through social media platforms. Yet multiple RECs may issue conflicting recommendations for
multicountry or multi-site research.

3. Private companies may not submit Al-related health research for ethics review. The private sector is
conducting Al-related health research and may either not submit their research to RECs or may utilize
corporate RECs (third party or in-house), which can be a poor substitute. Furthermore, RECs may not be
prepared or are unable to address concerns related to the potential commercialization of corporate research,
and whether benefits will be distributed fairly.

The following subsections provide further information on those factors.
3.1.1 RECs examine research too early

As per international guidelines, RECs must examine research ex ante - or before research takes place.
Continuing review, which should be conducted by RECs at regular intervals while the study is ongoing, is

often neglected or not carried out due to the lack of resources. While continuing review is important for most
studies, it is of particular importance for Al-related health research, as often ethical concerns only surface during
the conduct of the research project. For example, Al and data science research often relies upon identifying
secondary uses of large data sets, via novel hypotheses, during the latter stages of the research process. Even
if the secondary uses of the data sets are lawful (for example, it is a publicly available data set), this could still
expose data donors to certain ethical risks that were not known to the REC when it reviewed the research, and
therefore may not be properly scrutinized (23). Certain risks associated with Al-related health research also may
not surface until the later stages of research (such as bias). These late-stage risks may also be difficult for RECs
to identify due to a lack of expertise of REC members (5, 25).
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3.1.2 RECs are decentralized and may not effectively coordinate and provide oversight of
multicountry research

RECs are ill suited to review research carried out across multiple sites or institutions, as is commonplace for
Al-related health research (5). RECs, within or across countries, are often not governed by one centralized body.
While multicentre pharmaceutical trials have increased over recent decades, creating their own governance
challenges, Al-related research is taking this to a new level, as often there may not even be any centres or trial
sites at which ethics review could be required. It may be straightforward for researchers to conduct Al-related
health research across multiple countries, including through a collaboration of multiple institutions, the use of
research companies (as contractors) and crowd workers to collect data, and the use of data sets collected from
multiple countries. An emerging area of Al-related health research is multicountry research using social media
platforms. This research can be conducted by companies - often in partnership with academic institutions

or other research partners - in many countries simultaneously to test a diverse, varied group of research
participants rapidly and efficiently.

It may be desirable for researchers to use data sets from multiple countries (or conduct research with an Al
algorithm in multiple countries) to avoid bias and improve accuracy. Researchers could, pursuant to Article 23
of the Declaration of Helsinki, have the research protocol approved by RECs in both the sponsoring and host
countries. Yet multicountry Al research requiring review by distinct RECs could produce inconsistent outcomes
or may require reliance on RECs that have varying levels of expertise and resources (5). This inconsistency

can undermine the authority of RECs and create challenges for researchers, who must potentially conform to
conflicting recommendations based on legal requirements and ethical norms that are different across diverse
jurisdictions (5).

A different challenge with social media research is that, even if a company or research partnership seeks
approval for the research in the country or countries they are based in, they may not have any host country
research institutions that participate in the study. This is in part because a research institution may not be
required to conduct the research, and in fact could only complicate the administration of a study. Yet it also
raises the question: by whom and how should such a protocol be reviewed in each country where social media
research is carried out? Furthermore, research review in every country where the research is conducted may not
be feasible, either for the research team or for the countries of study. There may, however, be situations in which
comprehensive research review is necessary.

Even though multicountry research poses challenges to REC oversight, there are examples of RECs successfully
coordinating ethics review. Countries can, through appropriate bilateral or multilateral cooperation, implement
joint review processes. For example, the United States Food and Drug Administration issued guidance for
researchers conducting “multicentre clinical research” to rely upon a centralized REC review (79). However, if
multicentre research involves sites in different countries, the standards for each country may also need to be
aligned and increasingly harmonized.

3.1.3 Private companies may not submit Al-related health research for ethics review

Al-related health research is increasingly carried out by private companies. Corporate research projects are often
not subject to the scrutiny of RECs, for various reasons: because companies are not accustomed to submitting
research to RECs; because companies, concerned about disclosure of their intellectual property, do not wish to
disclose such data publicly (5); or because the research does not qualify as human research (including the use
of data scraped from social media sites). Furthermore, while RECs are usually associated with specific research
institutions (such as hospitals, universities or health care systems), companies and corporate researchers do
not have formal links to an REC, and corporate researchers, unlike physicians, do not have formal obligations

to patients. Instead, in some cases, companies are either delegating such oversight to internal review - nearly
every large technology company has an ethics committee (80) or is outsourcing review to third-party RECs
(sometimes for-profit RECs). This may be preferable for the private sector because the speed at which corporate
research is carried out may be inconsistent with the time and timelines of RECs.
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A separate but related issue involves the growing trend of public-private partnerships carrying out Al-related
health research. Public-private research can lead to concerns around who benefits from research - especially if
it has both public interest and profit-driven objectives. There is also a concern as to how data and outcomes that
may be generated from a public-private collaboration are shared, and whether data can be used in furtherance
of commercial objectives (when research participants may have thought that data were intended for a public
interest objective) (5). A final concern is that a public-private partnership might avoid ethics review if the
research is conducted solely by the private partner, which chooses not to submit the research for ethics review.

RECs may need to consider the growing commercialization of health research, and the role of the private sector
in both conducting health research and deciding how it may use the results. This can extend to public-private
partnerships, public research for which the results could be handed over to the private sector, and private sector
research that may be reviewed by an REC. Commercial research, as discussed above, may respond more to the
specific requirements of shareholders and corporate owners to identify new ways to maximize profits rather than
to the public interest aspect of the research. Company scientists may not have adequate grounding in research
ethics principles, and there may be no mechanism within a company to hold research teams accountable. This
is especially since many large technology companies have disbanded or deprioritized their Al ethics teams over
the last few years (87).

Much corporate research, even if carried out to improve a product or service, may not need to meet commonly
accepted standards of transparency and accountability, since funding and oversight of the research can be
carried out entirely within a company. Furthermore, data protection laws do not necessarily distinguish between
public interest research and private research, with both forms of research receiving exemptions from specific
legal obligations (78).

Thus, while commercialization may offer certain benefits, there are critical questions that RECs must consider
with respect to ownership of both the research inputs and the research outputs, and whether research
outcomes, specific insights or information, or validation of an Al tool or system will be shared widely (for
example, a fair distribution of benefits) (38), especially for those individuals whose data contributed to the
research. RECs may also wish to examine how and where a company may deploy a technology. Even as RECs
may need to assume greater oversight of and responsibility for commercial research, they may not have the
capacity to carry out oversight effectively and could be quickly overwhelmed by many studies.

3.2 Why may RECs not yet have appropriate expertise, training, support and capacity
for ethics review of Al-related health research?

RECs may not always have in-house expertise to review Al-related health research. This can be due to a lack of
technical expertise on the methods used within Al and data science, as well as a lack of subject matter expertise
as to the novel risks and challenges that the research creates (38). RECs that are situated within a research
institution or university that is investing heavily in Al-related research may be better placed to review Al-related
health research, as opposed to government or state-based RECs in which little or no Al research takes place
(38). This lack of expertise may be exacerbated by how Al researchers prepare research protocols for review.
There are actors involved in Al-related research that are not usually involved in health research, including large
technology companies as well as data and computer scientists. They may present research in a way not attuned
to RECs.

Therefore, RECs may not have the expertise to (a) assess risks posed by Al-related health research; and

(b) identify what steps can be recommended to mitigate risks - including risks that can be introduced during
the research process and those that may emerge with wider use of research, such as downstream social
consequences (5). At present, training may not be available to address gaps in the expertise of REC members
(5), nor are there resources to consult external experts that can provide ad hoc support to an REC (38). Gaps in
expertise and a lack of training are common to RECs globally (37).
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Even if RECs had adequate expertise and training, the capacity of RECs to review Al-related research may be
limited, as there may be too many studies for RECs to review (23). Many RECs are staffed by individual experts
working on a volunteer basis, meaning that REC members, even with the right expertise, may not have the
requisite time to appropriately review an application (5). This can lead to RECs engaging in a box-ticking exercise
as opposed to a substantive review. RECs may not necessarily communicate well with one another, even within
a single institution, as to whether to share expertise and training, or to coordinate review of a single, multicountry
research study that requires approvals from multiple RECs (5).

Even as RECs may not have adequate capacity and expertise, they may also lack information from external
sources that could improve their ability to conduct an appropriate review. One crucial source of information
could be beneficiaries or communities that may either participate in or be affected by Al-related health research,
including individuals who support RECs on a permanent basis through their own expertise or carry out outreach
to relevant beneficiaries and communities.

Finally, researchers play a crucial role in ensuring RECs can carry out an appropriate review of Al-related health
research with information that committees otherwise lack. Unless researchers are transparent and disclose
material information to RECs - for example, with respect to risks identified through internal validation (such as
the error rate of an LMM), the types of data used to train the algorithm (and the biases of such an algorithm),
and any concerns with safety and cybersecurity - RECs may be unable to conduct effective oversight.
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4. How can researchers improve
adoption of ethical principles?

The responsibility of researchers should not just be a box-ticking exercise to meet ethical obligations but instead
should be to apply ethical principles from the initial design of the research through the completion of research,
and with respect to long-term benefits and consequences. Researchers must not only consider whether an Al
algorithm meets technical specifications, but also understand and determine in which context an algorithm

may be appropriate. This section examines the end-to-end roles and responsibilities of researchers to abide

by ethical principles, standards and practices. Based on this section, the Expert Group identified several
considerations for researchers (see section 9).

4.1 Training and certification

In contrast to the pharmaceutical sector with its long tradition of health research, many Al researchers, whether
those in technology companies or computer scientists by training, may not have any relevant background in,
experience of, or exposure to the health sector. Researchers may have incentives and values that differ from
those of patients, health care providers and health care systems that will be the subjects and beneficiaries of
research, but the latter usually have no role in establishing the culture or norms in which products and services
are developed with Al (7).

While medicine is guided by the objective of promoting the health and well-being of patients, an Al researcher,
especially when working for a company, is ultimately working in the interests of the company to develop a
profitable service or product and, in the case of publicly traded companies, for their shareholders. While medical
professionals have a long-standing fiduciary relationship with patients, Al researchers, however well intentioned
and cognizant of emerging expectations and legal obligations to protect individual privacy, have no fiduciary
duty to patients or health care providers. This complicates any attempt by an individual or a company to put the
health and well-being of patients first (6). Even if an Al researcher may be well intentioned and aware that there
are risks, this does not necessarily translate into identifying, understanding and communicating the risks of a
specific study or Al technology.

There are insufficient legal and professional accountability mechanisms to reinforce good-faith efforts of Al
researchers to act in accordance with ethical norms for health research, or to even make researchers aware of
norms. Al researchers and technology firms may have no effective self-governance mechanisms. Al researchers
and computer scientists may also not know of the role that RECs assume within research to both protect
research participants and improve the design and outputs of Al-related health research. By contrast, in the
medical profession, there are accountability mechanisms to reinforce the fiduciary duty of medical researchers
to patients, and these duties are reinforced by sanctions to deter poor practices (6).

Yet failure to address ethical considerations up front, or to engage with RECs and other oversight mechanisms,
may expose researchers, their institutions and funders to legal risks and liability. It is reasonable to expect
researchers to anticipate and consider the immediate and downstream harm from Al research, and to weigh
near-term benefits against future harm (for example, when an algorithm is used in clinical practice). Alongside
the immediate liability that researchers could face with respect to harms caused to research participants (RECs
could also face liability for harm caused to research participants), there may eventually be claims for liability of
researchers for downstream harms that they did not adequately consider and study or did not warn about when
disclosing research results.

Thus, to protect research participants, improve the quality of research, and address legal risks that researchers
could eventually face, consideration should be given to strengthening the awareness, capacity and engagement
of researchers on these core ethical principles and associated laws and policies (such as data protection laws),
and identifying and actively addressing ethical issues that RECs and other oversight mechanisms will have to
grapple with. This would require more capacity and training to understand and identify the risks and challenges
of Al-related health research, as well as the role and function of RECs and other oversight mechanisms. Such
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training and capacity-building could be done through several avenues, including professional training at
universities or technical schools or through employers. Academic institutions and research organizations should
be encouraged to integrate Al ethics into their policies and training programmes comprehensively.

There could also be ethics certification of Al researchers, much as other health professionals or health
researchers require certification, to carry out development of Al technologies for health. This could include
training in responsible conduct of research, as required by the United States National Institutes of Health (82),
with additional training on Al-related health research. WHO has also launched three different on-line training
courses: (a) Research ethics online training (V2);? (b) Ethics and governance of artificial intelligence for health:
WHO guidance;® and (c) Integrating ethics and governance into the design of artificial intelligence tools for
health (Case study: Cervical cancer screening). Guidelines and regulations could introduce requirements for
those who can participate in Al-related health research, which can be introduced through relevant training and
accreditation of researchers. Thereafter, institutions and funding agencies could require researchers to provide
proof of having completed such training and certification as a prerequisite for funding.

Furthermore, Al researchers (and developers), even if they have improved their understanding and expertise,
could be required to include clinicians or the health services in the design of their research, or to even ask
health systems that may benefit from Al technologies to connect researchers with clinicians or service providers
who can provide critical input. This would help to ensure the validity of Al applications. In situations where Al
researchers have not worked with and consulted health systems, a health system or other procurement agency
may determine that as a reason to not utilize the outcomes of a research project, or to not approve an Al
technology that was the subject of a research study for use.

Finally, in addition to working more closely with clinicians and health services, there are other forms of expertise
that could be added to multidisciplinary research teams - including machine learning and Al experts, health
communication experts, ethicists, end users, individuals or groups with lived experience, underserved groups
and implementation scientists (83). Resources to construct multidisciplinary teams could be provided by funders
of Al research if they wish to ensure that their investments and grants are to have a public health benefit (see
section 5 below), and so that researchers who are confronted by ethical challenges have the resources in place
to address problems with the full backing of the institutions that support their work.

4.2 Early identification of ethical risks and challenges

RECs, as noted above, are often unable to judge risks associated with Al technologies because risks do not
materialize until the research has been completed. This problem can be addressed in part by researchers
considering and trying to address key ethical risks with Al tools and Al-related health research early in the
development of an algorithm.

First, researchers should, according to updated requirements published by standard-setting institutions,
intergovernmental agencies, institutions or national RECs, be aware of and try to address possible risks
during the design and development process, including those relating to safety and cybersecurity. This
requires applying “ethics by design” at the outset to mitigate key risks, such as expected biases, or barriers

to affordability and accessibility (7), instead of considering ethics as an afterthought. This also ensures that
researchers remain up to date with requirements of standard-setting institutions, intergovernmental agencies,
institutions or national RECs.

Second, researchers, as one step, and prior to conducting research or commercial testing, should test out

and “red team” errors that may be features of Al tools. “Red teaming” is an evaluation of a model or system

that identifies vulnerability in real-world simulations that might result in undesirable behaviour, such as an
algorithm providing a biased opinion, or having a specific security flaw, so that a developer can correct the
model or system to ensure its reliability and safety. In WHO guidance on the ethics and governance of LMMs,
the guidance recommends that: “Developers should ensure that LMMs are designed to perform well-defined
tasks with the necessary accuracy and reliability to improve the capacity of health systems and advance patient
interests. Developers should also be able to predict and understand potential secondary outcomes.” Techniques

2 https://whoacademy.org/coursewares/course-vi:WHOAcademy-Hosted+HO0122EN+2025_Q1?source=edX
3 https://whoacademy.org/coursewares/course-vi: WHOAcademy-Hosted+HO061EN+HO061EN_Q4_2024?source=edX
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to meet such requirements include “premortems” and “red teaming” (8). However, while red teaming may be one
means to identify specific risks and improve the accuracy and reliability of algorithms, it is also not a panacea
and is not a solution to every risk that Al technologies may introduce (84).

Beyond the proactive measures that can be taken by developers and researchers, RECs and other oversight
mechanisms can also pose extra questions that researchers will need to answer, which will then prompt
researchers to consider ethical issues that will need to be addressed with downstream uses.

4.2.1 Societal impact of technology

Beyond the specific benefits for and risks to beneficiaries of Al technologies, researchers should also examine
and consider the wider social impacts of Al technology when setting out research, including for example its
impact on health equity and on the ability of humans to maintain epistemic authority over health care and
medicine, and the environmental impacts (carbon and water footprint) of widespread use of an Al technology.
These considerations can play a role in how technology is designed, and how research is carried out (including
whether use of Al tools to support research is appropriate), and should also be communicated transparently to
oversight mechanisms, though oversight mechanisms may not be well placed to contemplate and address such
societal impacts compared to policy-makers (see section 5 below). To provide relevant information, researchers
could submit a social impact statement with their research proposal when seeking a grant (5). Researchers
could also include calculations of estimates of Al energy use and concomitant carbon emissions.

4.2.2 Treatment of data (crowd) workers

Researchers should not assume that a project using crowd workers does not require ethical oversight.
Researchers, even if they are unsure of whether their use of crowd workers merits ethical review, should declare
that crowd workers are or were used in the conduct of a research project. Where use of crowd workers could
require ethical review, research should be submitted to an appropriate REC. This includes implementation
research that uses crowd workers, for example, to collect information on the use of an Al tool or technology in

a specific context. In these cases, ethical standards for the conduct of implementation research, such as those
supported by WHO (85) through the planning, implementation and post-research phase, should be applied.

Irrespective of whether research conducted with crowd workers falls within the scope of REC oversight,
researchers (as well as their institutions) should uphold a responsibility to ensure appropriate treatment of
crowd workers as it relates to labour practices, and other health-related consequences associated with the use
of crowd workers. Researchers and their institutions should also ensure that crowd workers, through careful
vetting and due diligence of intermediary companies that supply crowd workers as a service, and irrespective

of where such crowd workers reside, are provided with labour protections. Governments should update their
labour standards to extend benefits to all data workers, to promote a “level playing field” among researchers and
companies and to ensure that labour standards are maintained and improved over time (33, 43).

4.2.3 Transparency

Once risks have been identified through practices to improve safety and accuracy, such as red teaming and
internal evaluations, as well as consideration of the societal impacts, researchers should be transparent with
findings so that RECs can take risks into account in their deliberations, as well as research partners and
participants. For research participants, information about risks is important to ensure that they can provide
meaningful informed consent.

Transparency should also extend to reporting on clinical trials on Al tools and technologies, including
commercial research, that have been registered but for which no results have been published. WHO defines the
timely reporting of trial results as publication in an open-access repository within 24 months of trial completion,
while some countries may have stricter requirements and shorter time periods to report results. Reporting has
improved - by October 2024, 83.4% of all trials in the European Union had published their results, whereas in
the United States 77.4% had published their results (86). One concern with Al-related health research is that
reporting will not be widespread, especially if researchers and institutions had not previously operated in a
health care or medical research setting, or in the case of companies that wish to only present positive results
for regulatory and commercial purposes. Furthermore, since Al-related health research often does not apply
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traditional trial designs, research may not be registered in traditional trial registries. Nevertheless, there needs
to be mechanisms to improve transparency with respect to the existence of research and its findings. Finally,
researchers should disclose the use of Al tools and technologies for conducting research, including which

Al tools and technologies, their performance, and how Al was applied (for example, the prompts used with
generative Al models).

4.2.4 Communication and public engagement

Researchers can also strengthen public and community engagement. This can be to inform and empower
communities and the public on what Al research is and its risks and benefits and thus the implications of their
involvement, and to improve community engagement in the planning of studies and the design of technologies.
It can also help to improve trust and facilitate oversight. Ultimately, effective use of Al for health will require the
trust of the public, providers and patients. Social licence requires hard-fought efforts that can be surrendered
quickly if Al technologies are introduced without due care for the perspectives of those affected by their use.
Public engagement and dialogue are means to ensure that use of Al for health meets certain core societal
expectations, leading to greater trust and acceptance. Public dialogue also allows ascertainment of society's
views, as far as possible, on the ethical dimensions of Al, its design and uses (7).

As noted in section 6, there are concerns over inequities that persist between researchers in the global North
and research partners, communities, health systems and RECs in the global South. High-quality research is only
possible if it is adaptable to local contexts and addresses the specific health challenges of the research setting.
For research conducted by those in high-income countries in a low- or middle-income country, there should be
robust engagement with local stakeholders in the design and development of research.

Researchers must be transparent with respect to the purpose, risks and expected use of Al technologies
and consider heightened protections with respect to the collection and use of health data, especially when
there may be neither the appropriate standards nor the regulatory and enforcement apparatus to implement
protections (41).

Finally, even after research is completed, researchers should also be engaged on the ethical risks and concerns
with outputs of their research when they are used beyond a research setting. This is in part because RECs may
not have any engagement following their initial review.

4.2.5 Existing guidelines for researchers

Over the last decade, there have been several efforts to standardize and improve the conduct of Al-related
health research - both in how research protocols are written and in the reporting of results of randomized
clinical trials. The following are brief descriptions of two important consensus guidelines - the SPIRIT-AI
extension and the CONSORT-AI extension. Both guidelines play an important role in ensuring that Al-based
research both discloses adequate information and meets certain ethical requirements.

= SPIRIT-Al extension. The SPIRIT 2013 statement strengthens clinical trial protocols through minimum
reporting requirements. The SPIRIT-Al extension “is a new reporting guideline for clinical trial protocols
evaluating interventions with an Al component” (87). It includes 15 new items that should be included in
clinical trial protocols for the testing of Al technologies. While the SPIRIT 2013 statement includes several
requirements related to research ethics, the extension includes only one specific item related to research
ethics, or to delineate “whether and how the Al intervention and/or its code can be accessed, including any
restrictions to access or re-use” (87).

= CONSORT-AI extension. The CONSORT 2010 statement establishes minimum guidelines for reporting
results of randomized trials with completeness and transparency. The CONSORT-AI extension provides
additional guidance on reporting clinical trials that evaluate interventions with an Al component. The 2010
guidelines include several items that could relate to Al trials, including limitations of the trial (including
potential biases), generalizability of the trial findings, and interpretation of the results accounting for
the benefits and harms, although the CONSORT-AI extension does not provide additional guidance to
researchers. The CONSORT-AI extension includes several specific recommendations that touch on ethics
- for example, with respect to harms, the CONSORT-AI extension states that researchers should "describe
results of any analysis of performance errors and how errors were identified, where applicable” (88).

4. How can researchers improve adoption of ethical principles? 43



Other guidelines have also emerged; a summary of these guidelines, developed by Collins et al,, is listed in Table 1.

Table 1. Reporting guidelines for Al-related health research

Reporting guideline Full name Scope

STARD-AI Standards for Reporting of Diagnostic Studies evaluating the diagnostic accuracy of an
Accuracy Al-based test (in preparation)

TRIPOD+AI Transparent Reporting of a multivariable Studies developing or evaluating the
prediction model for Individual Prognosis performance of a prediction model using Al,
or Diagnosis including machine learning methods

CLAIM Checklist for Artificial Intelligence in Medical imaging studies using Al
Medical Imaging

DECIDE-AI Decisions in health Care to Introduce or Early-stage clinical evaluation (including safety,
Diffuse innovations using Evidence human factors evaluation) of decision support

systems driven by Al

CHEERS-AI Consolidated Health Economic Evaluation Studies describing health economic evaluations

Reporting Standards to estimate the value for money (cost-

effectiveness) of Al interventions

SPIRIT-AI Standard Protocol Items: Protocols for clinical trials evaluating an
Recommendations for Interventional Trials intervention with an Al component
CONSORT-AI Consolidated Standards of Reporting Trials Clinical trial reports evaluating an intervention
with an Al component
PRISMA-AI Preferred Reporting Items for Systematic Systematic reviews and meta-analyses of Al
Reviews and Meta-Analyses interventions (in preparation)

Source: Adapted from Collins et al. (89).

These technical guidelines, and other research practices outlined above, can ensure that researchers play a
more central role in reducing ethical risks of Al-related health research and improving the participation and
decision-making of other key actors, including RECs, beneficiaries and other parts of the research community.
Beyond technical guidelines, researchers should also follow international human rights standards related to the
conduct of research, and respect and abide by cultural norms, values and practices where research is situated.
Researchers should also disclose additional information, such as other parties involved in the development
and training of an Al algorithm or the development of a research protocol, so that RECs and other oversight
mechanisms can identify potential conflicts at an early stage and provide additional supervision and feedback.

Ensuring that researchers understand and follow ethical principles for Al-related health research should be a
shared responsibility of governments and the institutions where researchers are based. In addition, to ensure
researchers are incentivized to conduct research meeting these ethical principles and standards, research
funders can encourage or require desired practices when assessing whether to fund research proposals (5). The
responsibilities of research funders are discussed below (see section 5).
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The responsibility to address the many risks of Al-related health research will need to be shared with other
parties that participate in oversight. Policy-makers must also consider the broader consequences and impacts
of Al-related health research and the implications for health care systems. Since it is likely that RECs will have
neither the mandate nor the capacity to review all Al-related health research, these third parties, as oversight
mechanisms, can both reinforce the efforts of RECs and also serve as a substitute for those efforts by addressing
systemic issues that RECs cannot address on a case-by-case basis. This section considers the roles and
responsibilities of various stakeholders to strengthen ethical oversight. Based on this section, the Expert Group
identified several considerations for third parties, as described below (see section 9).

Figure 2. Roles and responsibilities for Al-related health research
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5.1 Public and private funders of Al research

Funders of Al research can play several roles in strengthening ethical conduct of Al-related research (and of
researchers), although not all funders may be prioritizing ethical research but other goals, such as maximizing
return on investment.

For all research teams, whether in the global North or global South, funders should consider providing support
that facilitates the construction of multidisciplinary research teams that have diverse forms of expertise and
perspectives. Furthermore, Al funders should invest in the capacity of those institutions, researchers and
countries that may currently lack the necessary infrastructure to support Al research, including data storage,
processing capabilities and internet access. Overall, Al research needs to prioritize the sustainable funding of Al
research by and within low- and middle-income countries so that research institutions can play a more equitable
role in the conduct of Al-related health research. Such funding can also address power inequities between
research institutions in the global North and global South.

Public and private funders could establish clear ethical requirements that all supported research should meet
and that are in alignment with these guidelines. These should be enforceable, including through funding
agreements, This could mean that funders assess applications in part on whether research applicants identify
risks and propose means to mitigate or avoid any concerns. Funding agreements could require high-income
country researchers to include budget lines for partner-led research in low- and middle-income countries.

This may also require funders to maintain a more active role in research after funding is provided, including via
reporting requirements of recipients and evaluation of the outcomes of research, and whether it satisfies ethical
obligations. Funders should also ensure that sufficient resources are allocated to enable compliance, including
for example ethical infrastructure, such as secure data storage as well as REC capacity-building.

5.2 Health data spaces and data hubs

Data hubs pool various types of health data for use by third parties. Several government-sponsored data

hubs have emerged. In the United States, two hubs are the Precision Medicine Initiative (All of Us) and the
Department of Veteran Affairs health data hub (7). Data spaces can build an ecosystem of health data for which
there are common rules, standards and protections. Both data hubs and data spaces can play an important role
in facilitating the collection and use of health data to advance scientific research while protecting against the
risks to those who contribute their data and the proposed users of data. Data hubs and data spaces customarily
rely on the anonymization of data. For those data banks that collect identifiable health data, the Declaration of
Taipei sets out four principles for governance: (a) protection of individuals; (b) transparency; (c) participation and
inclusion; and (d) accountability (73).

One closely watched effort is the establishment, by the European Union, of a European Health Data Space,
which is a "health-specific data sharing framework establishing clear rules, common standards and practices,
infrastructures and a governance framework of electronic health data by patients and for research, innovation,
policy-making, patient safety, statistics or regulatory purposes” (90). The European Health Data Space has been
praised for facilitating and supporting data sharing as a means of encouraging scientific research, including Al-
related health research, for the public interest. It has also taken steps to safeguard the rights of individuals under
data protection rules (General Data Protection Regulation) by introducing purpose limitations, anonymization (or
pseudonymization) requirements, and security-related protections. It also includes an opt-out provision so that
individuals whose health data are accessible can refuse uses to which they had not consented (97).

However, the European Health Data Space has also been criticized. There are concerns that information
provided to individuals (when determining whether to opt out) is not sufficient for those individuals to exercise
informed consent (92). Furthermore, the European Health Data Space could do more to support autonomy by
providing individuals with the right to opt in (instead of opt out) (97). There are also concerns that the European
Health Data Space does not consider broader social concerns - including the fair distribution of benefits that
may result from scientific research with commercial uses, such as the development of new medicines, vaccines
and treatments (97). Entities established at the national level - national health data access bodies - that are
intended to oversee and sanction data transfers for secondary use of data may have little agency to limit or
restrict such transfers of data, since secondary use of patient data is allowed "almost by default” (92). Finally,
there will be challenges for health data access bodies to work effectively with data protection authorities and
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RECs, and to ensure that research entities do not “forum shop” amongst these entities to validate a practice that
requires scrutiny and oversight (92).

And while the European Health Data Space and national data hubs may have adequate resources to operate,
many data hubs and data spaces, which could play an important role in contributing to adherence to ethical
principles, currently lack adequate resources.

5.3 Data access committees

A data access committee (DAC), according to Cheah and Piasecki, is “a formal or informal group of individuals
who have the responsibility of reviewing and assessing data access requests .... Many groups, consortia,
institutional and independent DACs have been set up but there is currently no widely accepted framework
under which DACs operate” (93). DACs, as separate from or in conjunction with RECs, could also play a role in
the governance of Al-related health research, but may require additional resources to play such a role. While
RECs "protect research subjects by applying ethical principles and rules of law, DACs should promote data
sharing while mitigating any potential risks and should be a mechanism to implement institutional data sharing
policies” (93).

DACs can review health data requests to assure that relevant Al-related health research conforms to ethical
principles, or, where RECs have already reviewed such research and provided guidance, that data access
requests conform to the feedback provided by an REC, as well as principles set out by a DAC. In some cases,
where a research project may be exempted from ethics review, thereby creating an ethics oversight gap, a DAC
can act as the primary oversight mechanism to scrutinize potentially unethical research practices (25), while also
facilitating data sharing for impactful health research.

There are concerns that DACs, like RECs, have certain functional weaknesses that could undermine their
effectiveness and capacity to identify ethical harm and consequences. This can include failing to anticipate
group harm that may be caused by research conducted on large data sets (93). Such functional weaknesses of
DACs can be overcome in part by also consulting outside experts on Al-related health research (25).

Overall, DACs can play an important role in facilitating data sharing and could increasingly assume a leading
role in providing ethical oversight to ensure the reviewed research avoids serious ethical risks and challenges.

5.4 Community control of data: data sovereignty and data cooperatives

Measures have been taken to provide discrete communities with control over their data, including health data,
through the exercise of data sovereignty or creation of data cooperatives. Several Indigenous communities
have sought to establish control over their data through data sovereignty. For example, Maori (the Indigenous
population of New Zealand) have introduced principles for data sovereignty that establish, for example, control
over data, including to protect against future harm, accountability to the people who provide such data by those
who collect, use and disseminate them, an obligation for data to provide a collective benefit, and free prior and
informed consent, which, when not obtainable, should be accompanied by stronger governance. Méaori also
recognizes that the individual rights of data holders should be balanced by benefits for the community and that
in some situations the collective rights of the Maori will prevail over those of individuals. Community control can
specify the terms on which data can be used for scientific research, and how data outputs benefit those who
contributed (7).

First Nations, Métis and Inuit groups in Canada have also each outlined principles for sovereignty over their data.
First Nations groups, for example, have introduced principles with four elements: ownership of data, control of
data, access to data and possession of data. It is expected that, over time, First Nations peoples will establish
protocols to allow wider access to data for uses that benefit them.

A data cooperative gives people who provide data control over their data by storing the data for the members
of a cooperative. Data cooperatives allow secondary use of data while allowing members of the cooperative
to decide collectively how the data should be used. Data cooperatives allow members to set common ethical
standards, and some have developed their own tools and applications to ensure that the data are used
beneficially (7).
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These different approaches may not be scalable globally and highlight the need for local consideration of the
ethics of Al research. Yet they are an opportunity for specific groups of individuals who could either not benefit
from scientific research or face possible violations of their privacy and autonomy to assume greater control of
their data and to ensure they can be used by researchers for the common good.

Such approaches to managing data for appropriate use, and capturing benefits, may be preferred to
compensating individuals for providing their data for research, as has been suggested. While compensation is
usually provided for scientific research in exchange for a participant’s time and inconvenience, compensation
for data that have already been collected or entail little inconvenience may only weaken protections of individual
privacy and autonomy in exchange for relatively little financial benefit.

5.5 Role of scientific journals and publishers

Scientific journals, publishers and conference organizers are often the target destination for much scientific
research and can have a strong influence on the course of research. This is because researchers are incentivized
and rewarded by producing novel and innovative work, evidenced by publications in relevant scientific journals
or conferences (5).

Yet there are concerns regarding the effectiveness of these gatekeepers in encouraging ethical health research,
including with Al First, there may be a lack of harmonization amongst academic journals (with each other and
with funders and other bodies) on Al ethics (23). This can both encourage researchers to not abide by ethical
principles and confuse researchers that must contend with conflicting standards. Second, publishers and
organizers may not yet require statements or other information, for example on the broader impact of Al-related
health research (5). Third, publishers may not be examining research to ensure that it does not involve “ethics
dumping’, especially in the case of research that consists of collaborations between institutions and researchers
in high- and low-income countries (47).

Currently practices diverge, depending on the research publication. One concern is with pre-print
publications, which do not require peer review and therefore may legitimize study findings that may not
otherwise be published.

5.6 Scientific medical societies

Scientific medical societies play a key role in promoting high standards in medical education, practice and
ethics (94). They also promote the interests of members and the public. During the SARS-CoV-2 pandemic,
scientific medical societies were instrumental in presenting trustworthy information about the virus and available
vaccines.

Scientific medical societies carry out information campaigns in their area of activity, such as disease awareness,
immunization and rational use of resources in health care. Scientific medical societies are also involved in
communicating important scientific discoveries to the public in an understandable and simple way. They can
discuss and present to the public the ethical issues in health research involving Al, issue criticism of ethically
dubious studies, and communicate to the public a careful and correct interpretation of health care studies
involving Al and their limitations (95).

Scientific medical societies are a major source of information, education and continuing study for the benefit

of health care professionals through events, courses and conferences. They are often a reference for current
developments in a field of study and produce guidelines and recommendations for patient management (which
may or may not include future Al interventions). Some also manage important scientific journals. Scientific
medical societies can play a vital role in bringing ethical research with Al to its educational programmes, and
discussing and encouraging high-quality research with Al among their members and in medical conferences.
Furthermore, ethics committees can be created by a scientific medical society itself (many already have them)
and its members can manage event programmes and officially endorse ethical guidelines for Al-related health
research that can be applied to its journals and conferences (96).
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5.7 Role of regulatory agencies and other government oversight bodies

Regulatory agencies play an increasingly important role in approving Al-supported health technologies. At
present, many regulatory agencies, including those in high-income countries, are developing or updating laws
and regulations to guide the regulatory approval of Al-based health technologies. In 2023, WHO published new
guidance on Regulatory considerations on artificial intelligence for health, which includes six pillars for ensuring
appropriate oversight to evaluate Al health technologies for safety and efficacy (97). Regulatory agencies can
integrate known ethical risks with research on Al-supported health technology into their own review standards,
and specifically examine research studies to ensure that ethical risks identified by an REC have been addressed
throughout the research process. A new approach, championed by the Organisation for Economic Co-operation
and Development and other institutions, is “anticipatory governance’, which enables regulatory agencies to
conduct upstream oversight of Al-supported technologies as they are developed. However, many countries do
not have regulatory agencies that can regulate Al-related health research and its outputs, or regulatory agencies
may be understaffed.

Even in the absence of regulatory agency capacity, countries are establishing other mechanisms to provide
appropriate oversight of requests to access health data to train or validate Al algorithms, and to endorse (or
reject) proposals to test or implement Al tools within the health system (98). Box 8 provides a description of the
approach used in New Zealand, and the government'’s oversight of a specific Al-supported health technology.

Box 9. New Zealand's national Al governance group and its oversight of a predictive mortality algorithm

In recent years in New Zealand, 20 district health boards were integrated into one national public health system -
Health New Zealand | Te Whatu Ora. At this same time, there has been no specific regulation or legislation pertaining
to Al or software as a medical device for New Zealand. For these reasons, it was decided to establish a national Al
governance group within Health New Zealand. This group reviews proposals to access public health system data for
the development or validation of Al tools, and endorses proposals to implement Al tools within the health system. The
group also provides general advice to staff, for example on the use of publicly available generative Al models in the
workplace. The group is supported by an internal Al laboratory that will work with proposers (generally clinicians or
health services) to complete a questionnaire and potentially to test the accuracy and bias of existing tools on Health
New Zealand data. The questionnaire is based on a comprehensive checklist developed internally (99) building on
existing international frameworks with the addition of consideration of consumer and Indigenous Maori perspectives.
The group itself reflects the breadth of the eight key perspectives in the checklist: technical, data, legal, ethical, equity,
Maori, consumer, and clinician.

New Zealand introduced an End-of-Life Choice Act in 2021 that legalized assisted dying. To be eligible for assisted
dying in New Zealand, a person must meet certain criteria, including having a terminal illness that is likely to end
their life within six months. As a result, people became interested in whether an Al tool could help identify patients
who fitted the time frame criteria. While a predictive algorithm was found to be feasible and potentially accurate, the
national Al governance group identified several implementation issues. These included difficult discussions around
where and when the information would be made available, who would be able to see it, and the potential unintended
consequences of that visibility to anyone involved in the patient's care. Automation bias is always a consideration,
and in this case the potential for clinicians to subconsciously become reliant upon this information was also
considered a risk.
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5.8 Role of policy-makers (ministries of health and intergovernmental agencies)

While RECs and other oversight mechanisms can address many of the specific issues that arise within Al-related
health research, they may not be best placed to deal with the systemic trends and issues that often materialize
during individual research projects. There are several concerns that could first be addressed by policy-makers -
whether by ministries of health, by legislators or through intergovernmental discussions.

Data protection laws. Data protection laws can play a critical role in safeguarding the right to privacy of human
participants in scientific research, while also providing clear exceptions to ensure that scientific research can

be conducted to promote innovation and advance public interest. In many countries and settings, there may be
a need to revisit data protection laws to ensure that they are keeping pace with the rapid evolution of the types
and uses of Al, how Al is used for scientific and Al-related health research, and who is conducting such research.
This can include revisions to:

= improve the coherence and coordination of data protection laws with international ethics standards,
including requirements that scientific research that utilizes health data that are not anonymized should be
subject to review by an REC;

= make a clear distinction between commercial and non-commercial research, including that commercial
research that utilizes health data that are not anonymized may not receive a research exemption under
data protection laws, and may be subject to review by an REC;

* improve the coordination and information sharing between data protection authorities and RECs with
respect to scientific research conducted under their authority.

Cross-border transfer of data. While countries may have national data protection laws, they may not have
laws governing the cross-border transfer of data, which can lead to research data crossing borders without
agreements in place. Governments, either individually or collectively, could take steps to put rules in place to
ensure that any such transfer of data for Al-related health research has appropriate safeguards.

Synthetic data. The growing use of synthetic data in medical research, as discussed above (see section 2.2), has
both benefits and risks for their use in medical research. Policy-makers could define how synthetic data should
be treated under existing laws and policies, such as data protection laws and relevant privacy standards, and
define new legal standards and rules for the generation of synthetic data, transparency related to the production
and use of synthetic data, and evaluation of such data, including by RECs and other oversight mechanisms.

Labour protections for crowd workers. Crowd workers can face unsafe working conditions due to the nature
of the data that they are asked to label, and may also not be compensated fairly for their work. Governments of
countries that host crowd workers, which often tend to be low- and middle-income countries, should enforce
existing laws to protect the labour rights of crowd workers, or update labour laws to account for the risks and
concerns associated with this type of employment.

Societal implications and long-term implications and value of Al-related health research. While RECs do
contemplate the social value of research, deliberation may not yet consider the long-term societal implications
of Al-related research. RECs may not be well suited to address these broader, systemic questions, such as

the broader implications of a type of Al system for the practice of medicine (including consequences such as
automation bias or de-skilling of medical professionals), the environmental impacts of ever-growing use of Al
and data science (including its carbon and water footprint), and concerns related to the commercialization of
health technologies developed through health research. Broader societal impacts associated with Al-related
health research may need to be considered more carefully at a higher level. Stanford University's introduction of
an ethics and society review as part of the grant-making process for Al-related health research is one means for
ethical reflection. Such reflection and oversight could also be conducted by other appropriate entities, including
ministries of health or intergovernmental organizations.

These entities may also wish to consider specific mechanisms - such as a research observatory or commission
- to monitor the long-term impacts of Al research on health outcomes, especially in low- and middle-income
countries, including the benefits and harms of Al technologies that were applied to health research. There should
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be feedback mechanisms to allow communities and stakeholders to voice their concerns and experiences with

Al technologies to improve future research, oversight and implementation. These mechanisms, and community

input, would help to adapt guidelines for Al-related health research over time as Al technologies, their uses, and
risks continue to evolve.

A wider effort, going beyond individual research institutions, may also be warranted. Blau et al, (57) propose the
establishment, in the United States, of a strategic council on the responsible use of Al in science. Such a council
would (a) provide guidance on the appropriate uses of Al; (b) study, monitor and address the evolving uses of
Al in science; (c) address new ethical and social concerns, including equity; and (d) also identify and address
emerging threats to scientific norms. Such a strategic council could also be beneficial in other countries, on a
regional basis, or through an appropriate intergovernmental body.
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6. What are the specific concerns with
Al-related health research in low- and
middle-income countries?

Presently, most Al research and technology development is funded, designed and led by researchers in North
America, Europe and East Asia (700). Al technologies and research, which may eventually be introduced in low-
and middle-income countries, may be marginally relevant in those settings since developers and researchers
neither consult nor develop Al technologies with experts, organizations and technologists from low- and middle-
income countries. The imbalance between where Al technologies are developed and where they may be tested
and deployed, especially in low- and middle-income country contexts, may expose people in those countries to
research studies that may be poorly designed for those contexts, risks of exploitative practices, and outcomes
that may be neither appropriate nor accessible in those settings.

While all Al-related health research carries risks, these are further exacerbated in low- and middle-income
country contexts. Researchers and RECs globally, but especially those situated in high-income countries,
should be responsible and held accountable for addressing risks and challenges that are likely to emerge

in low- and middle-income countries, and should be encouraged to proactively partner and engage with
scientists in low- and middle-income countries in the development of technologies and the design of research.
The Declaration of Helsinki also requires, under Article 23, that “when collaborative research is performed
internationally, the research protocol must be approved by research ethics committees in both the sponsoring
and host countries” (107).

This section examines six issues: (a) fairness and inclusivity of Al-related health research; (b) benefit sharing
and access; (c) data colonialism; (d) ethics dumping; (e) redressing power inequities between researchers in
high-income countries and those situated in low- and middle-income countries; and (f) encouraging capacity-
building. The Expert Group identified several considerations that could be taken into account by researchers,
RECs and third-party oversight mechanisms (see section 9).

6.1 Fairness and inclusivity

The development of Al technologies can exclude, avoid or neglect the needs of people in low- and middle-
income countries during training, testing, deployment, evaluation and maintenance of models. This raises
questions as to whose values are prioritized when an Al system is developed, studied and implemented, and
whether such an Al system is appropriate and economically viable for communities in certain settings (75).

Data science studies based on existing data sets may be largely biased against or exclude people in low- and
middle-income countries (for example, genomic data sets largely comprise white Europeans) (7). Testing of
Al-supported health technologies may be difficult to conduct in settings that have little access to digital health
technologies or health care more generally and thereby discourage researchers from investing in research in
these settings. If technologies are not to be tested in low- and middle-income countries, the primary concern for
RECs or other oversight mechanisms should be that the technologies are not introduced beyond the countries
and populations for which they were tested. A focus on high-income countries may be especially likely now
since nearly all Al expertise, resources, infrastructure and funding is based within high-income countries.

While there may be legitimate reasons for exclusion, including concerns with collecting data from settings
that may amount to exploitation or data colonialism (see below), RECs should be provided with guidance to
determine how to minimize exclusion and to ensure that if benefits do not accrue widely, exclusion of low-
and middle-income countries should be considered when assessing risks and benefits (especially since Al-
related health research is ethically justifiable in part because of the broad public benefit that health research
should deliver).
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Over time, exclusion of low- and middle-income countries from the benefits of Al-related health research
should be discouraged, in part through appropriate oversight. To do so, Al-related health research should be
based on diverse data sets. This requires collaboration with low- and middle-income country institutions and
researchers for the co-creation of data sets, research and findings. Mere inclusion of low- and middle-income
country data sets in research is inadequate. Research teams must also work cooperatively to assess the risks
and benefits of such research and whether the research design and outputs are sufficient for benefits of
research to accrue widely.

6.2 Benefit sharing and equitable access

Researchers are required to meet obligations related to benefit sharing, while RECs and other oversight
mechanisms should examine broader efforts to ensure equitable access to the benefits of such research.
Alongside those obstacles detailed above (such as the affordability of such Al technologies), there are additional
challenges that may hinder equitable access in low- and middle-income countries.

One reason is that, even prior to conducting research, Al technologies will not have been designed for use in
low- and middle-income countries, including the eventual cost of implementation and ongoing maintenance.
Second, after research is completed on an Al system, a developer may not introduce the technology in a low-or
middle-income country setting, may not optimize it to be used appropriately (even if it is introduced), or may not
update the algorithm to continue working appropriately for populations in low- and middle-income countries
over time after it is commercialized. At present, RECs and other oversight mechanisms may not have the
requisite information to assess whether an Al technology is designed to facilitate equitable access in low- and
middle-income countries and may also not have the information to assess whether a research team will ensure
that the benefits of research are shared equitably, especially since oversight of the research may occur too early
to predict how a technology will be introduced and maintained. Therefore, researchers should disclose adequate
information to RECs so that an assessment can be made as to whether Al technology will facilitate equitable
access in low- and middle-income countries and whether research outcomes will be shared equitably.

6.3 Health data colonialism

One concern with Al-related research is that researchers predominantly based in high-income countries (but
who could be from any third country) engage in “health data colonialism’, or the acquisition of data from low-
and middle-income countries to advance either commercial objectives or a study's objective (if by an academic)
without due regard and respect for consent, privacy, and autonomy, and the interests of the community from
whom data are obtained (40). The collection of data from populations in low- and middle-income countries
could be desirable to avoid excluding populations from the benefits of Al research, and yet collecting data
without due regard to safeguards undermines the agency, dignity and human rights of individuals, undermines
trust in those who conduct research, and undermines long-term trust in technologies that could have a
beneficial impact in low- and middle-income countries. The desire of RECs and other oversight mechanisms
globally as well as governments and institutions to improve inclusivity of Al-related health research may lead

to researchers pointing to inclusion of populations in low- and middle-income countries as a justification for
certain data practices that otherwise would be forbidden. These practices may not just be ethically problematic
but could also violate laws and policies that enshrine data sovereignty or go against the growing momentum for
governments to subject digital data to restrictions and rules over how the data of its citizens and residents are
accessed, transferred or managed. RECs will play an important role in avoiding exploitative practices because,
if RECs are not able to identify and curb these practices, it may encourage research entities in high-income
countries to engage in ethics dumping, whereby “weaknesses and gaps in ethics policies and systems of lower
income countries are intentionally exploited for intellectual or financial gains through research and publishing
by higher income countries with a more stringent or complex ethical infrastructure in which such research and
publishing practices would not be permitted” (47).

All participants in Al-related health research, including sponsoring institutions, funders, researchers and different
oversight mechanisms, should ensure that the objective of encouraging inclusivity of Al-related health research
does not lead to exploitative practices with respect to acquiring and using health data.
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6.4 Ethics dumping

“Ethics dumping” occurs because of a perception amongst researchers, wherever situated, that ethics oversight
in a specific country will permit or will be unable to restrict practices that otherwise are forbidden elsewhere. It
can also occur because of “power differentials, patronizing conduct, such as a false belief of superiority by the
high-income country, inequitable and unfair distribution of burdens and benefits, cultural insensitivity, double
ethical standards, or the lack of due diligence and transparency” (41). All these causes are ones that could or do
exist for Al-related health research, including dominance of research by white males in high-income countries
that could exhibit both cultural insensitivity and a false belief of superiority, and also a lack of transparency within
the sector. Researchers, RECs and other third parties, such as scientific journals, have a shared responsibility to
identify instances of ethics dumping and to take concrete steps to restrict or discourage the practice.

6.5 Power inequities

Health research is often plagued by power inequities between researchers in high-income countries and
partners in low- and middle-income countries. Therefore, research partners in low- and middle-income countries
may also participate in research that they would conduct differently. There are multiple reasons. One reason

is that high-income country researchers simply have more opportunities, such as privileged access to funding
sources and relationships with scientific publishers that put them in charge of setting out research on their own
terms. Therefore, low- and middle-income country partners have little choice but to participate only as junior
partners (41). In some cases, researchers in high-income countries that put forward unethical approaches may
do so unknowingly due to a lack of knowledge and experience within a low- or middle-income country (and may
not take steps to defer to the expertise of a research partner in the low- or middle-income country). Furthermore,
with power residing with high-income country researchers, pressure is placed on research partners in low- and
middle-income countries who may require funding to accept approaches to research that they may otherwise
deem unethical. The participation of researchers in low- and middle-income countries could lend an imprimatur
of credibility to research that therefore overcomes possible objections from RECs.

Overcoming power inequities requires greater capacity-building of researchers, research institutions and RECs
in low- and middle-income countries (see below). One means that the WHO Research Ethics Review Committee
has employed to reduce power inequities is limitation of the use of locally collected data to in-country research
teams before externally based researchers may make use of such data. While this could address one problem, it
does limit the exploration and use of such data for a time-limited period.

6.6 Capacity-building

Scientific investigation should involve collaboration with research entities in low- and middle-income countries
that is based on mutual benefit and respect. This means equal partnership in the conceptualization, design

and deployment of research, and in the equal sharing of credit and other benefits flowing from such research.
Equitable partnerships will both build the capacity of researchers in low- and middle-income countries to

carry out research on their own terms and according to their own priorities and improve the understanding of
researchers in high-income countries of a country’s health system, priorities and approaches. Such partnership
can also encourage the development of research that reflects the actual needs and realities of low- and middle-
income countries by researchers who are better placed to identify and eventually address unmet needs.
Researchers can also provide an important check on potential practices that may be inappropriate in their low-
or middle-income country setting (whether high-income country researchers are engaged in ethics dumping or
introducing a practice that may be acceptable in their own country but not in another context).

Funders have a responsibility to reduce power inequities between researchers in high-income countries and low-
income countries. One way to meet this responsibility would be for funders to provide funding and other resources
to low- and middle-income country researchers for the development and use of Al tools and technologies.
Capacity-building of researchers in low- and middle-income countries could also include short-term measures to
fill gaps, such as providing low- and middle-income country researchers with remote access to Al-based research
tools, reduced subscription rates for Al tools, and resources to build and use Al tools and technologies.
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Alongside equal partnership with and capacity-building of researchers in low- and middle-income countries,

it is critical that RECs and other oversight mechanisms in low- and middle-income countries also have the
resources, expertise and training to provide effective oversight of Al-based health research and enforce ethical
standards related to the conduct of Al-based research in their related settings. Because many of the challenges
associated with Al-related health research are relatively novel and are likely to keep evolving, oversight may
not keep pace with key concerns. Nevertheless, it is likely that RECs and oversight mechanisms in low-

and middle-income countries may face even greater challenges to keep pace with novel ethical problems,
especially if most new technologies and practices (and expertise to understand the different implications of

such research approaches) are developed within companies or academic institutions in the United States,
Europe and East Asia.
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7. What are the risks and benefits
of the use of artificial intelligence
for ethics review?

Both generative Al (LMMs) and automated text analysis have been identified as tools to assist RECs with review

of health research, and there is an assumption that commercially available LMMs such as ChatGPT are already
used by both researchers and RECs during the ethics review process (702). It is envisioned that data scientists

and experts from ethics committees could work together to identify which parts of the ethics review process

could benefit from automation or Al-based support (702). This could be followed by data collection to facilitate the
analysis of texts, including the annotations or responses of ethics reviewers to specific textual prompts drawn from
previous protocols and decisions by RECs (702). LMMs could potentially be used as an administrative tool to screen
research protocols to ensure that submission requirements have been met. During an ethics review process, an
appropriately trained and tested LMM could, for example, be utilized to review a research protocol quickly, identify
ethics issues and provide recommendations or solutions for research teams to follow (703).

Box 10: Potential benefits of using Al for research ethics review

Purported benefits of utilizing Al include:

(a) reducing inconsistency between RECs (for example with respect to multi-site studies) and within the same
RECs over time and committee composition;

(b) improving the speed of ethics review, especially as research protocols are often lengthy with dense and
complex information;

(c) reducing the burden on RECs and thereby enabling REC members to spend more time on learning and best
practices (as opposed to rote review); and

(d) amplifying what reviewers usually identify as the most salient points for review, with LMMs and automated
text analysis supplying reviewers with precedents or principles to support their judgement (67, 702, 103).

RECs already utilize search and translation software that rely upon Al (702), although the use of generative Al
and other Al tools would probably have a more dramatic impact upon ethics review. Al would thus be envisioned
as an "adjunct” or “first pass” screening tool that can help improve REC review, especially as RECs continue to
face challenges with respect to institutional support and staffing in conducting timely reviews (67)

However, the use of generative Al for ethics oversight carries certain risks. First, there is the well known problem
of hallucinations and errors made by generative Al models that could materialize with the use of LMMs for ethics
review. Second, confidential information inputted into an LMM may be eventually disclosed to third parties or

in the public domain either because a user specifically requests the LMM to disclose such information or, in the
case of one LMM, due to mistaken disclosure of other people’s chat histories (even if not the substance of their
conversations) (8). Confidentiality breaches are particularly important in industry-sponsored clinical trials. Third,
reviewers may not only rely upon LMMs to identify issues, principles and precedents, but may also over-rely
upon and defer to the recommendations and judgements of LMMs in lieu of their own judgement and expertise
(a form of automation bias) (67, 702). This is a pertinent risk in low- and middle-income countries where skills
development in research ethics review processes is suboptimal and building capacity amongst REC members

is necessary as a first stage. Fourth, REC members usually have specialized roles and expertise for which no
one LMM could feasibly support the work of each member (702). This may limit the utility and effectiveness of
an LMM. Fifth, RECs operate in different contexts, and the languages, principles, precedents and approaches
utilized by RECs in one context may bear little or no relevance to the deliberations of an REC in a different region
or context. LMMs may also not be able to account for the “local institutional and cultural contexts” in which they
may be used (67). Finally, RECs work through deliberation and dialogue, with one another and with researchers,
to improve a study. Such human-centred deliberation over a research study and ethics considerations should not
be replaced by Al (102).
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It is likely that some RECs or REC members are already using commercially available LMMs that are not
specifically suited to ethics oversight. Sridharan and Sivaramakrishnan have studied the effectiveness of four
large language models (not specifically designed for ethics review), and concluded that, with appropriate
prompts, the models did provide appropriate information related to informed consent but performed “sub-
optimally in identifying the suitability of the placebo arm, risk mitigation strategies and potential risks to study
participants” (104). Thus, it may be preferable that REC members and other interested parties proactively
design an LMM that can be used responsibly by RECs (702). This type of curated LMM or “application-specific
LMM’, which can reduce hallucinations and align the output with domain-specific knowledge, is possible given
various techniques such as fine-tuning, retrieval augmented generation, and chain of thought (78). However,
resource constraints and the digital divide may make curated LMMs less accessible in low- and middle-income
countries. For any use of an LMM, RECs and its members should determine if they are exposing themselves to
any legal risks if they rely upon an LMM that misses a serious concern, which could lead to avoidable harm to a
research participant.

Finally, the development of LMMs that could be used by RECs could also be used by researchers to improve
research protocols and ethics review applications. While this could help researchers strengthen a research
protocol to address key ethics issues, it could also be used to “game” ethics review by avoiding phrasing that
would result in red flags by an LMM (702). Ultimately, improving adherence to ethics principles by researchers
will require investments in training, even as researchers may rely on Al to prepare research protocols and ethics-
related materials (702).
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8. Conclusion

The risks and benefits of Al-related health research may not be evident when RECs customarily conduct their
reviews. Furthermore, assigning sole responsibility for ethics oversight to RECs is unlikely to address all ethical
risks associated with Al-related health research, and RECs themselves do not have the mandate under some
country’s laws and policies to review certain types of Al-related health research. In addition, RECs already lack
the necessary resources to fulfil their current obligations.

Thus, while RECs may need to have both additional resources and capacity to provide effective oversight, it may
be equally important that other mechanisms and obligations support or even replace the work of RECs, while
ensuring RECs themselves are reviewing research when the review can have maximum impact and benefit.

For Al-related health research of tools or technologies, WHO supports a process in which research ethics is

a shared responsibility across the entire research life cycle. But it may also be one in which RECs may not
themselves be responsible for reviewing research, but such a responsibility could be handed to other oversight
mechanisms, such as a data access committee, or a specialized review committee that does not yet exist.

For Al-related health research, responsibility initially rests with both researchers and the funders or sponsors
of Al-related health research. Researchers may struggle with satisfying ethical requirements during the
earliest phases of technology development, and engagement of RECs may be too early to obtain information
to assess research or may not be possible if the research does not qualify for ethics review. Irrespectively,
researchers could incorporate ethical principles within the design of the research and mitigate key risks that
they identify during the early stages of the research process. This may require researchers to have the training
and understanding of the key ethical risks that may arise with research, or the willingness to consult with third
parties who can provide relevant expertise.

Al research funders can play a complementary role by assessing adherence to ethics principles in
determining which research applications to fund, setting out requirements, including through contracts,

for Al-related health research, including the training and certification of researchers on ethics-related
considerations, as well as providing resources so that research teams have the expertise to take diverse views
and considerations into account.

RECs should be approached once researchers are likely to conduct research with human participants. This will
require researchers to be well trained as to when research is likely to “cross over” and qualify as research with
human participants. It will also require researchers to recognize when research, even if conducted with publicly
available and anonymized data or synthetic data, and therefore not subject to REC review, may nevertheless
require ethical oversight because of other risks and ethical concerns.

The Expert Group recognized that RECs cannot be a catch-all solution to the challenges and risks associated
with Al-related health research and determined that expanding the mandate of RECs may overwhelm a well
established and carefully calibrated oversight process. Data access committees, scientific and medical societies,
health systems and other oversight mechanisms may need to assume a more prominent role in the ethical
oversight of Al-related health research. There may also be a need to develop entirely new review mechanisms.

Even when RECs are required to review research, they may not be able to fully review research again at a later
stage but should remain engaged with the research itself and provide continuous monitoring. They may also
wish to closely align their monitoring and review with other review mechanisms that may be introduced before
research is completed. This includes any review by a data access committee, as well as any review of research
by a data protection agency (insofar that such research does not qualify for exemption under a national data
protection law).

As noted above, additional oversight can be provided by scientific journals and regulatory agencies that may be
required to review and approve a technology that had been the object of a research study. Thus, even as REC
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review remains indispensable to the oversight of Al-related health research, the burden should be shared with
other parties, and each party should have a distinct role within the development, design and conduct of such
research that complements the efforts of other oversight bodies.

The rapid adoption of the outcomes of Al-related health research in a clinical context soon after research is
completed requires not just improved research ethics norms, as discussed in this report, but also a robust ethical
framework of learning health systems that will need to be developed.

Finally, to provide coherent guidance and therefore to ensure consistency across a diverse range of entities
involved in oversight, standard-setting bodies should assume responsibility. Standard-setting bodies, such as
CIOMS and the World Medical Association, should play a critical role in updating existing standards to account for
the growth of Al-related health research. The Expert Group noted that these bodies should convene and update
their guidelines to account for the different types of Al-related health research discussed in this report.

This could include determining which types of Al-related health research are subject to review by RECs, as well
as suggesting other mechanisms or third parties that may provide appropriate ethical oversight of Al-related
health research. Standard-setting bodies should also consider how best to update their guidelines on a more
frequent basis to account for the rapid emergence and adoption of novel research practices that use Al tools and
technologies, the types of Al-supported technologies under study, and the wider implications of Al for health care
and society. Finally, to assist all parties with the growing use of Al in health-related research globally, standard-
setting bodies should consider development of toolkits that compile checklists, templates, case examples and
training resources to facilitate adherence to new or updated standards.
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9. Key considerations for diverse actors

The following are considerations that could inform the current activities and future deliberations of RECs (and
their institutions), researchers, third-party oversight mechanisms, standard-setting bodies, and other parties
concerned with Al-related health research.

9.1 Considerations for research ethics committees

Al-related health research may only satisfy key ethical requirements if RECs can be provided with an appropriate
mandate, resources, training and support. The following considerations suggest ways in which RECs can adapt
to and successfully review Al-related health research that may fall within their remit.

A. Resources, training and expertise for RECs

To improve the capacity of RECs to oversee Al-related health research, the following measures could be
considered.

4. Resource provision. Institutions responsible for the management of RECs should provide them with
additional resources to deal with Al-related research. Adequate support could include monetary and human
resources, administrative support, and support to adapt existing standard operating procedures.

5. Educational instruction and training. Institutions should provide educational instruction and specific
training so that REC members can understand and evaluate Al-related health research. Staying up to date
on advancements in the field is part of capacity development of REC members.

6. Diverse and knowledgeable membership. REC membership should include diverse expertise to provide
effective oversight of Al-related health research, including members familiar with Al-specific ethics questions.

7. Cooperation amongst RECs. Networks of RECs should aim to collaborate at the local, national and regional
levels to facilitate experience sharing and consultation on Al-related research ethics questions.

B. Additional institutional capacity to support REC oversight

In addition to increased training, resources, expertise and time for individual RECs to conduct ethics oversight,
ethics review for Al-related health research could be strengthened by competent authorities at the national or
regional level through the following option.

1. National or regional specialized REC. In countries with relatively little Al-related health research, national
authorities could consider establishing a national specialized REC that reviews Al-related health research
conducted in its territory, or works with neighbouring countries to introduce a regional REC that reviews
Al-related health research.

C. Strengthening the oversight by RECs of research that involves the private sector

To strengthen oversight of research that includes the sponsorship or participation of the private sector, the
following considerations are suggested.

1. Need for transparency. Commercial developers and researchers should be fully transparent with
information that can assist RECs and other oversight mechanisms to assess Al-related health research.
There could be independent mechanisms in place nationally or regionally to facilitate reporting, and external
monitoring to determine if such obligations are met.

2. Government review of company oversight mechanisms. Governments and regulators should ensure
that a company’s internal oversight mechanisms or privately funded and operated RECs are exercising
independent judgement and upholding international ethics standards.

3. REC oversight of public-private research. Al-related health research often includes both the public and
private sector, whether (a) research is conducted through public-private partnerships; (b) research is initiated
in the public sector and completed in the private sector; or (c) research is completed in the public sector and
acquired by the private sector. For public-private research, research ethics oversight should be put in place to
safeguard the ethical principles, goals and objectives of the public sector within a joint research partnership.
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D. Strengthening the oversight of RECs for multicountry or multi-site research

To improve oversight of multicountry or multi-site research, including research using social media
platforms, the following should be considered.

1. Promotion of cooperation. Increased efforts are needed to promote bilateral or multilateral
cooperation, joint review processes and common ethical standards.

2. Risk-based oversight of research using social media platforms. The REC that originally reviews
research should consider whether additional approval from other locations is needed on the basis
of certain criteria, for example where the study (a) poses more than a minimal risk; (b) involves the
development of a product or service that may eventually be deployed in a country in question; or
(c) has implications beyond the use of data from that country.

E. Information required of researchers by RECs

RECs could introduce criteria with respect to the types of information, including impact assessments,
that researchers should submit. To ensure that RECs can be provided with sufficient appropriate
information to undertake a full analysis and issue useful decisions, RECs could require that researchers
disclose the following types of information.

1. Risk assessment. The risk assessment would include the risk classification of an Al research project
and the rationale for the risk assessment.

2. Impact assessments. Impact assessments would improve an REC's ability to contemplate the
broader societal impacts of the research. They could include an equity impact assessment (such
as concerns with bias or inadequate benefit sharing), an environmental impact assessment that
examines the carbon and water footprint of Al interventions if scaled up for use, or any internal
evaluations carried out by researchers.

3. Data set assessment. This could include assessment of the data sets that had been used to train,
develop and validate Al as well as the results of any tests used to assess bias.

F. Beneficiary, community and vulnerable subgroup engagement

RECs can play a critical role in building public understanding of, trust in and engagement with the
use of Al for health research (and the wider consequences of the use of Al across health systems)
and promoting or recommending adoption by researchers of participatory and community-engaged
approaches to Al-related health research. RECs can also improve their own oversight process by
ensuring an inclusive membership for the review of Al-related health research.

RECs could consider the following actions.

1. Inclusive representation. At least one representative of a beneficiary group (such as a patient
group) or a representative of crowd workers should be included, reflecting the added value of their
representation on an REC and their ability to conduct outreach to assist beneficiaries in considering
the risks and benefits of relevant Al-related health research on an ad hoc basis, where such specific
community or group interests are affected.

2. Representation with lived experience. RECs could consider inclusion of at least one representative
of any population with lived experience for whom Al-related health research could have differing
impacts or implications.

G. Unethical research practices in low- and middle-income countries

1. Health data colonialism. RECs should ensure that the objective of encouraging inclusivity of Al-
related health research does not lead to exploitative practices with respect to acquiring and using
health data in a manner that amounts to health data colonialism.

2. Ethics dumping. RECs have a responsibility to identify instances of ethics dumping and to take
concrete steps to restrict or discourage such practices.

9. Key considerations for diverse actors
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9.2 Considerations for researchers (and their institutions)

The responsibility of researchers should not just be a box-ticking exercise to meet ethical obligations but instead
should be to apply ethical principles from the initial design of research through the completion of research and
with respect to long-term benefits and consequences. Researchers can consider the following actions to abide
by ethical principles, standards and practices.

1.

2.

10.

1.

12.

Implement training and certification. Complete training and obtain an appropriate certification, where
feasible and available, to carry out Al-related health research.

Build inclusive partnerships with low- and middle-income country institutions and researchers.
Collaborate with low- and middle-income country institutions and researchers for the co-creation of data
sets, research and findings. Work cooperatively to assess the risks and benefits of research and whether
the research design and outputs are sufficient for benefits of the research to accrue widely. Ensure that
joint efforts can identify instances of ethics dumping, with concrete steps to restrict or discourage these
practices.

Involve health experts early. Include health experts or health services in the responsible design of their
research, or request health systems that may benefit from technologies to connect researchers with an
appropriate health expert who can provide critical input.

Apply “ethics by design”. Be aware of and try to address possible risks during design and development,
including those relating to safety and cybersecurity, bias or privacy-related risks. This could require applying
“ethics by design” at the outset. It could also require remaining up to date with requirements published by
standard-setting institutions, intergovernmental agencies, institutions or national RECs.

Test for and identify errors. Prior to conducting research involving human beings or commercial testing,
perform necessary state-of-the-art tests and identify errors that may be features of Al tools, as resources
and capacity allow.

Respect human rights standards and cultural values. Follow international human rights standards related
to the conduct of research. Respect cultural norms, values and practices where research is situated.
Consider broader impacts. Examine and consider, to the extent feasible and for which information is
available, the wider social impacts of Al technology when setting out research, including for example its
impact on health equity and the environmental impacts of widespread use of an Al technology (carbon and
water footprint).

Disclose equitable access commitments. Disclose adequate information to RECs or other oversight
mechanisms so that an assessment can be made as to whether and under which conditions an Al
technology will facilitate equitable access in low- and middle-income countries and research outcomes will
be shared equitably.

Protect crowd workers. Uphold a responsibility to ensure appropriate treatment of crowd workers as it
relates to labour practices and other health-related consequences associated with their employment.
Researchers and their institutions could also ensure through careful vetting and due diligence of
intermediary companies that supply crowd workers that, irrespective of place of residence, all crowd
workers are provided with labour protections. Researchers (as well as their institutions) could also consider
upholding this obligation irrespective of whether research conducted with crowd workers falls within the
scope of REC oversight.

Be transparent with internal assessments and evaluations. Be transparent with findings from internal
evaluations and testing, including negative or inconclusive results, so that RECs or other oversight
mechanisms can more accurately consider possible risks during their deliberations, and thus inform the
future decision-making of research partners, subjects and participants.

Be transparent with the usage of Al tools and technologies for research. Disclose the use of Al tools

and technologies, including which Al tools and technologies are used, their performance, and how Al was
applied (for example, prompts used with generative Al models).

Avoid conflicts of interest. Disclose additional information, such as other parties involved in the
development and training of an Al algorithm or the development of a research protocol, so that RECs and
other entities that conduct oversight can identify potential conflicts of interest at an early stage and provide
additional supervision and feedback.

62

Artificial intelligence-related health research: ethics review and oversight



9.3 Considerations for third-party stakeholders

The responsibility to address the many risks of Al-related health research will need to be shared with other
parties that participate in oversight. The following considerations can strengthen the role that different third-
party stakeholders could play to improve oversight and conduct of Al-related health research:

A. Public and private funders of Al-related health research

Public and private funders could request or require researchers through funding agreements to undertake
the following.

1. ldentify Al-specific risks. Request researchers, in funding applications, to identify potential Al-related
risks to research participants as well as Al-related societal risks, and how researchers may wish to
mitigate, address or examine risks during the research process.

2. Be transparent. Request researchers to both produce and be transparent with the different forms of
data (including the source of data) and information that could inform RECs and other entities (such as
data access committees and scientific journals) on the risks and benefits of the proposed Al-related
health research, including impact assessments, possible error rates of Al, and known concerns with
safety and security of an algorithm.

3. Build capacity. Reduce power inequities between researchers in high-income and low-income
countries. One way to meet this consideration would be to provide funding and other resources to low-
and middle-income country researchers for the development and use of Al tools and technologies.

4. Ensure fair distribution of risks and benefits. Require international research partnerships to set out
and implement a fair distribution of risks and benefits associated with research and its outcomes.

5. Complete training. Require researchers to have already completed Al-specific research ethics training
to qualify for funding, with restrictions on funding if researchers do not demonstrate completion (and
comprehension) of such training.

6. Report back lessons learned. Require researchers, at the completion of the research process, to report
back to funders their successes and challenges with ethical risks so that funders can apply lessons
learned.

B. Health data spaces and data hubs

Health data spaces and data hubs could develop and introduce common standards and principles that
could be adopted and enforced by institutions that join a health data space or participate in a data hub. In
addition, they could consider the following actions.

1. Apply ethical principles. Identify, set out and enforce ethical principles systematically, including
appropriate standards for informed consent, as a condition for researchers to have access to de-
identified or anonymized health data for which the data hub has control.

2. Engage in cooperative processes. \Work cooperatively with data protection agencies and RECs to
enforce ethical principles systematically.

C. Data access committees

Data access committees could consider the following actions.

1. Review health data requests. Such a review could ensure that relevant Al-related health research
conforms to its standards. This includes requiring researchers to conform with data standards that
facilitate reuse, including for Al-related health research, so that the full potential of the data can be
realized.

2. Consider REC feedback. If RECs have already reviewed research and provided guidance, data access
requests could also take into consideration the feedback provided by an REC.

D. Scientific journals and publishers

Scientific journals and publishers should consider the following actions.
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E.

Ensure publication integrity. Only publish high-quality and ethical Al-related health research.

Build partnerships. Establish partnerships with regular reviewers trained in reviewing Al-focused research
articles, including assessment of ethical aspects. Journals could also, where possible, add an ethics
specialist to review Al-focused research articles.

Ensure data transparency. Require submitting authors to provide accessibility to raw data or software code,
to the extent possible, so that peer reviewers can assess research methods.

Counteract ethics dumping. Identify instances of ethics dumping and take concrete steps to restrict or
discourage such practices.

Scientific medical societies and academies

Scientific medical societies and academies, where they exist, can contribute to high ethical standards of Al-
related health research in the following ways.

1.

w

F.

Promote discussion and information sharing. Discuss and communicate ethical issues with Al-related
health research (within their respective area of activity) with the public, and provide accurate information
about studies and their limitations.

Encourage education. Incorporate ethical considerations of Al-related health research within its educational
programmes, events and conferences. Continuing medical education on ethics of Al-based health research
could be organized or supported by every medical society.

Help develop ethical guidelines. Formulate or adopt ethical guidelines for Al-related health research.
Support institutional processes. Create and support ethics committees or consultation services within
scientific medical societies and academies.

Regulatory agencies and other government oversight bodies

Analyse and identify risks. Regulatory agencies and other oversight bodies should analyse known risks with Al-
related health research within their own review standards and specifically examine research studies on Al-based
health technologies to ensure that ethical risks already identified by an REC were addressed throughout the
research process.
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